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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

AHHOTAaUMA

[aHHoe PykoBoACTBO agMUHUCTPaTOpa (panee — PykoBOACTBO) NpeaHa3HAYeHo ANA NepcoHana,
OCYLLLECTB/IAIOLLETO YCTAHOBKY, SKCNyaTaLMio U HAaCTPOMKY NporpaMmHOro obecneyeHns EAUHbIN KNMEHT
JaCarta.

B HacToAwem PykoBoacTBe NpusBeseHbl obLme cBeeHUs, CUCTEMHbIE TpeboBaHMA, pexnmbl PaboTol,
NopAAoK M coaepKaHune AencTBUiA No yCTaHOBKe U yaaneHuto EamHoro kaveHTa JaCarta, o63op
NoNb30BaTe/IbCKOTO MHTepdelica, CBEAEHNA NO U3MEHEHUIO HACTPOEK, MHULMANAMU3ALUN SNIEKTPOHHbIX
KAtouen, yctaHoske PIN-Koaa, onepaumax ¢ 06beKTamun B NaMATU 3N1EKTPOHHbIX KtoYeln 1 ap.

PYKOBOACTBO paccumTaHo Ha nosb3osaTtesneil, 061a4atowWwmx HauanbHbIMM HaBblKamu PaboTbl Ha
KOMMbIOTEPE, 3HAKOMbIX C paboToii B onepavoHHoi cucteme Windows u MHTepHer.

JlaHHbIN JOKYMEHT, BKAOYaA NoA60p U pacnonoKeHne UANKCTPaLLMA U MaTepuanos B HEM, ABNAETCA 06BEKTOM aBTOPCKMX NPaB M OXPaHAETCA B COOTBETCTBUM
C 3aKoHOAaTeNbCTBOM Poccuiickoit depepaumun. Obnagatenem UCKIOUUTENIbHBIX aBTOPCKUX M MMYLLLECTBEHHbIX NpaB asasetca 3A0 "Anagaud P.A.".
Mcnonb3oBaHue 3TUX MaTepuanos Ntobbim cnocobom 6e3 NMcbMeHHOro paspelleHns NpaBoo6iaAaTens 3anpeLeHo U MOXKeT NOB/IeYb OTBETCTBEHHOCTb,
npeaycMOTPEHHYH 3aKOHOAaTeNbCTBOM PO,

NHbopmauma, npuBesEHHan B JaHHOM JOKYMeHTe, MpefHa3HauyeHa UCKIIOUYUTENbHO AJ1f 03HAKOMIEHUA U He ABAAETCA ucyepnbiBatoLieid. CocTaB NpoAyKToB,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb M3MEHEHbI KomnaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBeAoMIeHUA. Bce yKasaHHble AaHHbIe O XapaKTePUCTUKaX MPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaH4apTax M pesynbTatax
TeCTUPOBaHMA, NOJTY4E€HHbIX B HE3AaBUCUMBbIX TECTOBbIX NN CepTl/Id)l/IKaLI,I/IOHHbIX na6opaTopMﬂx, nmnbo Ha NMPUHATbLIX B KOMNAaHUN MeTOAUKaX. B AaHHOM
LOKyMeHTe KomnaHua "AnagauH P.[." He npefocTaBifeT HUKAKMX HU ABHBIX, HU NOApPa3yMeBaeMblX rapaHTui.

Bnagenbuem ToBapHbix 3Hakos AnaaauH, Aladdin, JaCarta, norotunos v npasoobiagatenem UCKNIOUNUTENbHBIX NPAB Ha UX AW3aiiH U UCNONb30BaHKE,
NaTeHTOB Ha COOTBETCTBYtoLME NPoAyKTbl aasetca 3A0 "Anagaud P.A4.".

Bnagensbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauua Apple Inc. Bragenbuem toBapHoro 3Haka |0S agnsetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u gp. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAaHUI, yNTOMUHAOLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMU CBOMX 3aKOHHbIX BAAAE/bLEB.

CBefieHus, NpuBeAEHHbIE B AHHOM JOKYMEHTE, aKTyabHbl Ha AaTy ero nybankaumm.

Mpu NepeneyaTke U UCMOL30BAHUN AAHHbIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnapavH P.[." obasaTtenbHbl.

© 1995-2015, 3A0 "AnagauH P.A." Bce npasa 3awmieHbl.
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

1. Obwme cBegeHUA

EaunHbivi KnneHT JaCarta npeacTtasnaeT cobolt nporpammHoe obecneyveHne, obecneymsatowee paboty c
371EeKTPOHHbIMM Katodamu JaCarta/eToken B onepaumoHHbIX cuctemax cemeiictea Windows. C nomolbio
EanHoro knneHTa JaCarta MoXHO MCNONb30BaTb 3/1IEKTPOHHbIE Katoun JaCarta AnAa MHTEPaKTUBHOIO BXO4a B
cUcTeMmy, SNeKTPOoHHOM undposoi noanucu, goctyna K VPN.

1.1. TepMuHbl U onpeaeneHnd

TepMWHbI, UICNOIb3YeMble B HacToALEeM PykoBoacTee npuBeaeHsbl B Tabavue 1.

Tabnuua 1

TepmuH OnpepaeneHue
MNonb3oBaTensb KoHeuHbI Noib30BaTe b 31EKTPOHHOTO K/to4Ya
PIN-koa nonb3osatens PIN-KoA, NpesfocTaBAAOWMIA JOCTYN K ONEPaLMAM Ha YPOBHE A0CTyna Nnoab3oBaTens
AZLMUHUCTPATOP COTpYyAHVK, OTBEYAIOLLMIA 32 NOATOTOBKY K PaboTe U TEXHUYECKOe 06C/yKMBAHWE 3NEKTPOHHOIO KAtoYa

PIN-kog agpmuHucTpatopa | PIN-Koa, npegocTaBnsiowmii 4OCTyn K onepauusam Ha ypoBHE aAMUHUCTPATopa

MHuumanmsauma YcTaHOBKa OCHOBHbIX napameTpos paGOTbI 3/1EKTPOHHOr0 KNKo4Ya (I'IO,D,FOTOBKa K pa60Te)

MporpammHoe obecneyeHue, yCTaHOBAEHHOE B MaMATb 3NEKTPOHHOTO KAto4a. CyLLEeCTBYIOT CegytoLime

NPUNOXKEHUA:
e PKI;
e  PKI/BIO;
e [OCT;
MNpunoxeHne e STORAGE;
e  OKH.

PIN-koa nonb3osatens v PIN-Kog agammnHMCTpaTopa AENACTBYIOT B paMKax NpuaoKeHua. Takum obpasom, eciv Ha
3N1EeKTPOHHOM K/Itoue YCTaHOB/IEHO [1Ba NPUNOXKEHUSA, TaM MOXKeET bbITb ABa PIN-koga nonb3osatens u PIN-kog
agMuHUCTpaTopa.

Tabnuya 1

/'\. BHumanue!

He ponyckaiite 610kMpoBKK PIN-Koaa agmMHMUCTPaTOpa Ha 3/1eKTPOHHbIX Katovax JaCarta. PIN-Kog,
aAMUHUCTPaTOpPa, B oTnume oT PIN-Koga nonb3osatens, pa3baokMpoBaTb HEBO3MOMXKHO.

1.2. PeXnmMbl paboTbl EAMHOro KnueHTta JaCarta

EAMHbIN KnneHT JaCarta mosKeT paboTaTb B ABYX pPeXKMUMaXx:

1. Pe)MM nonb3oBaTens — NO3BOAAET NPOCMATPMBATL KpaTKMe CBEAEHNA 0 NOACOeANHEHHDbIX
3/1EKTPOHHbIX K/lOYaxX M NPeAoCcTaBAseT 4OCTyN K 6a30BbIM ONepaumam C 3NEKTPOHHbIMU KAtoHamu.

2. Pexvm agmMUHMUCTpaTOpa — NO3BOAET NPOCMATPMBATL NOJIHbIE CBEAEHMA O NOACOEANHEHHDbIX
3/1eKTPOHHbIX K/OYaxX M NPeAoCTaBAfET 4OCTYN KO BCEM OMNepaumnam C 3NEKTPOHHbIMU KNtoYamu.

© 2015, "AnapauH P.A." Crp. 4




EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

1.3. CBegeHnA 06 3NEeKTPOHHbIX KH04axX

1.3.1. NapaMeTpbl 3NEeKTPOHHbIX KNKOYen Npu NoCTaBKe

MpKn NocTaBKe 3N1EKTPOHHbBIE K/TOYU MMEIOT NapamMeTpbl, NpuBeseHHble B Tabavue 2.

Tabnuua 2

Mogaenu 3NIeKTPOHHbIX KAloueit:
eToken PRO
eToken PRO (Java)
eToken NG-FLASH
eToken NG-FLASH
(Java) JaCarta PKI
eToken NG-OTP lacarta
MapameTpbl JaCarta roCT/Flash JaCarta
eToken NG-OTP PKI/Flash JaCarta LT
/ JaCarta roCT CryptoPro
(ava) JaCarta eToken FOCT
JaCarta PKI c PKI/BIO
dyHKumen
obpartHoi
COBMECTUMOCTU C
npoAyKTamu
KomnaHuu Aladdin
MpunoxeHne PKI PKI 1 PKI/BIO roCt STORAGE OKH
PIN-
KOA TONIB3OBATEAR MO 1734567890 11111111 HeycraoBneH 1234567890 Her
YMONYAHUIO
PIN-
HOA BAMUHMCTPATOPANO 153567890 00000000 1234567890 1234567890 Her
YMOHAHUIO
MOXHO MHWLMANN3MPOBaTb
6e3 Ha3HayeHus PIN-koga
nonb3osarens
(agmMUHUCTPaTOP MOXKET Oa [a [a Het Het
Ha3HauuTb PIN-Kog,
nonb3osartens nocne
MHUUMANM3aumnm)
MOXHO MHULMANN3NMPOBaTb TONBKO MDY AEDBUIHON
6e3 Ha3HauyeHus PIN-koga Oa Her Her P P Het
MHULMaNU3aLmum
ajMUHUCTPaTopa
MNoBeaeHwue Kto4a npm Pa3bn0KunpoBKa copacbiBaeT CYETUMK
pasbnokuposke PIN-koga Bo Bpems pa3bnoKMPOBKM aAMUHUCTPATOP | HEBEPHbIX NONbITOK AocTyna — PIN-Kog, Her
nonssosatena’ 3a4a€T HoBbIN PIN-KoA nonb3oBaTena noab3oBaTeNsA NPy STOM OCTaéTcA
HEU3MEHHbIM
MoskHo pa36nokunposatb PIN-
KoZ, Nosib3oBaTens B Oa Oa Het Het Het
YOANEHHOM pexxmme
ALMWHUCTPATOP MOXKET
CMEHUTb YCTaHOB/EHHbI
PIN-Koa nonb3osatens 6e3 Aa Aa Her Her Her
VNHWLManu3aumm
Tabnuuya 2

1
B caiyyae ¢ anekmpoHHbIMU Katodamu JaCarta PKI/BIO npu pazbaokuposke 6uomempuyecko2o docmyna rons3osamesib 8HO8b
nosy4aem 803MOXHOCMb ayMeHMuUpUYUpo8amMsCA No paHee COXPAHEHHOMY OmMneyamky nansbya.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.3.2. Onepayum c 3NeKTPOHHbIMU KNOYaMU

1.0

JocTynHble onepaumm € 3/IEKTPOHHbIMM KHOYAMU, C YKa3aHUEM HYXKHOTO peXXmnma paboTbl 1
HEOBXOAMMOCTU ayTEHTUPUKAL MM S5 COBEPLUEHUS ONepauumn npuseseHsbl B Tabanue 3.

Tabnuuya 3

Onepauua

MpunoxkeHue

Pexxum pabotbl EguHoro
KnueHta JaCarta

AyTeHTUdUKauuna

MHunumanumsauma

PKI Ha cneaytoLWmx 3NeKTPOHHbIX
KAtoYax:

eToken PRO

eToken PRO (Java)

eToken NG-FLASH

eToken NG-FLASH (Java)
eToken NG-OTP

eToken NG-OTP (Java)
JaCarta PKI ¢ pyHKumeln
06paTHOM COBMECTUMOCTM C
NPOAYKTaMM KOMNAHUKN
Aladdin

JaCarta PKI/TOCT c pyHKumeln
06paTHOM COBMECTUMOCTM C
NPOAYKTaM1 KOMMaHWUK
Aladdin

Pexkvm agmuHUcTpaTopa

He Tpebyetca

PKI Ha cnepytowmx 31eKTPOHHbIX
KAtoyax:

e JaCarta PKI

e JaCarta PKI/Flash

e JaCarta PKI/TOCT

PKI/BIO

roct

STORAGE

Pexxnum agmnHuctpatopa

PIN-kKoa agmuHucTpaTopa

®KH

HepoctynHo

YcTaHoBKa (cmeHa) PIN-koga

PKI

PKI/BIO

Pexxnm agmnHuctpatopa

PIN-kKoa agmuHucTpaTopa

nosib30BaTeNs agMUHUCTPATOPOM

roct

STORAGE

®KH

HepoctynHo

CmeHa csoero PIN-koaa
nosb3oBatenem

PKI

PKI/BIO

roct

STORAGE

Pexxum nonbsosartens

PIN-Kog nonb3oBaTens

®KH

HepocTtynHo

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

Pexxum pabotbl EgnHOro

Onepauums MpunoxeHune AyTeHTUUKauma
pau P KnunexTa JaCarta v ¢ .
PKI
PKI/BIO
CmeHa csoero PIN-koaa rocr Pexxum agmuHucTpaTopa PIN-koa agmuHucTpaTopa
AAMWHUCTPATOPOM
STORAGE
PKH HepoctynHo
PKI HepoctynHo
PKI/BIO Pexxum agmuHuctpaTopa PIN-koa agmuHucTpaTopa
CmeHa oTneyYyaTKoB nanbLes roct
STORAGE HepocTtynHo
OKH
PKI
PKI/BIO
Pa36okMpoBKa PIN-koaa roct Pexxum agmuHuctpaTopa PIN-kKoa agmuHucTpaTopa
nosnb3oBaTtens
STORAGE
OKH HepocTynHo
PKI
PKI/BIO
Onepauym c OﬁbeKTa,AgM B namam roct Pexxnum agmnHuctpatopa PIN-Kkoa nonb3oBaTens
3/IEKTPOHHBIX KAtoYen
STORAGE
OKH
PKI
PKI/BIO
MpocMoTp KpaTKUX cBeAEeHUI 0
noAcoeANHEHHOM 31EKTPOHHOM roct Pexxnum nonb3osatens He Tpebyetca
KNtove
STORAGE
PKH
PKI
PKI/BIO
MpocmMoTp NONHBIX CBEAEHUI O
noAcoeANHEHHOM 31eKTPOHHOM roct Pexxnm agmnHuctpatopa He Tpebyetca
KNtove
STORAGE
OKH
PKI
PKI/BIO
Pasbnokuposka PIN-koaa ¢
nomolubto PIN-koaa rocT HepocTtynHo
agMUHUCTPaTopa
STORAGE
OKH

2 o
B cayyae ¢ anekmpoHHeIMu Katodamu @KH noddeprcusaromcea onepayuu mossko ¢ KohmeliHepamu eToken CryptoPro

© 2015, "Anapgamu PO

Crp.7




EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

Pexxum pabotbl EgnHOro

Onepauums MpunoxeHune AyTeHTUUKauma
pau P KnunexTa JaCarta vT ¢ .

PKI

PKI/BIO Pexxum agmuHuctpaTopa PIN-koa nonb3osatensa
CospaHue 3anpoca Ha ceptuomkatr. TOCT

STORAGE

HepoctynHo
OKH

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0
2. ONncaHne NakeToB YCTAHOBKMU
Ounctpnbytus EgmHoro knneHTa JaCarta BKAOYaET NaKeTbl YCTAaHOBKM, NpuBeAeHHble B Tabavue 4.
daiin OnucaHue
JaCartaUnifiedClient_x.x.xx.xxx_win-x86_ru-Ru.msi MakeT ycTaHOBKM Ana 32-pa3pAAHbIX ONepaLoHHbIX CUCTEM
JaCartaUnifiedClient_x.x.xx.xxx_win-x64_ru-Ru.msi MakeT ycTaHOBKM AN1A 64-pa3pAAHbIX ONepaLoHHbIX CUCTEM
Tabnauya 4

© 2015, "Anapgamu PO
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

3. CncrtemMHble TpeboBaHUA

Z’S BHumaHwme! Nepepg, yctaHosKol EamnHoro knuexTa JaCarta ybegutech B TOM, UTO KOMMbIOTEP COOTBETCTBYET
MWHUMaNbHbIM TpeboBaHMAM. CucTemHble TpeboBaHUA NpuseseHbl B Tabauue 5.

Tabnuuya 5

Tpe6oBaHue CopepikaHue

Windows XP SP3 (32-6uT)

Windows XP SP2 (64-6uT)

Windows Vista SP2 (32/64-6urt)
Windows 7 SP1 (32/64-6uT)

Windows 8 (32/64-6uT)
Moapep*unsaemblie onepaumoHHble cuctembl: Windows 8.1 Update 1 (32/64-6uT)
Windows Server 2003 SP2 (32/64-6ur)
Windows Server 2008 SP2 (32/64-6uT)
Windows Server 2008 R2 SP1
Windows Server 2012

Windows Server 2012 R2

JneKTpoHHbIe Kntoun eToken:

e eToken CryptoPro
eToken PRO

eToken PRO (Java)
eToken NG-FLASH
eToken NG-FLASH (Java)
eToken NG-OTP

eToken NG-OTP (Java)
eToken FOCT

DNeKTpOoHHble Kntoun JaCarta:
MNoanepknBaemble MOAENN INEKTPOHHbIX

M e JaCarta CryptoPro
Kntoyen

JaCarta PKI

JaCarta PKI/Flash

JaCarta PKI/BIO

JaCarta PKI/BIO/TOCT

JaCarta PKI/FOCT

JaCarta PKI/TOCT/Flash

JaCarta PKI ¢ ¢pyHKuMe 06paTHOM COBMECTUMOCTM C NpoayKTamu KomnaHuu Aladdin
JaCarta PKI/TOCT ¢ ¢yHKLMen 06paTHOM COBMECTUMOCTM C NPOoAyKTaMmn KomnaHum Aladdin
JaCarta FOCT/Flash

JaCarta FOCT

e JaCarta LT

USB-nopT (819 TOKeHOB). [Ins cMapT-KapT HEOHXOAMMO HasMuMe NOAKYEHHOTO CUUTbIBATENA
CMapT-KapT. [ns 31eKTPOHHbIX Katouei B dopm-dakTope microSD MOXKHO MCNONb30BaTh
cneaytoutee obopyaoBaHme:

® pa3bém microSD;

Heobxoaumble annapaTHble CpeacTBa ® pasbém SD uepes nepexoHuK microSD-to-SD;

e USB-nopt yepes nepexogHuK microsD-to-USB.

LLna a3neKTpoHHbIX Katouel B dopm-darktope microUSB MOXKHO MCNo/Ib30BaTh cieaytolee
obopyaoBaHue:

e USB-nopt yepes nepexogHuK microUSB-to-USB.

PekomeHayemoe paspelleHue sKpaHa [lna KoppeKTHoro otobpaxkeHus nHitepderica EgnuHoro knnexTa JaCarta pekomeHayetca
YCTaHOBUTb pa3peLleHne MoHUTOpa He Huxke 1024x768

© 2015, "AnapauH P.A." Crp. 10



EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

Tpe6oBaHue

CopeprkaHue

JononHutenbHoe MO

[lna NCNoNb30BaHWA 3NEKTPOHHBIX Kitodel eToken, a Tak e A1A UCNONb30BaHWUA NOAHOM
YHKUMOHANBHOCTM 31EKTPOHHbIX Ktoueit JaCarta PKI v JaCarta PKI/TOCT ¢ dpyHKumeit
06paTHOM COBMECTMMOCTM € NPoAyKTamu KomnaHuu Aladdin Heob6xoauMmo, 4TobbI Ha
KomnbtoTepe 6bin yctaHosneH eToken PKI Client 5.1 SP1/SafeNet Authentication Client
nocnefHew Bepcuu.

[nA Mcnonb3oBaHUA 31eKTPOHHbIX Katodelt eToken CryptoPro u JaCarta CryptoPro Heo6xoammo,
4yTObbI Ha KOMMblOTEpe 6bINI0 ycTaHOBAEHO MporpammHoe obecneyeHuns ans pabotbl ¢ CK3U
Kpuntolpo ®KH CSP.

MO, KoTopoe HeobX0AMMO YAANUTL Nepes,
ycTaHoBKoW EanHoro knveHTa JaCarta

Ecnu Ha KomnbloTepe yCTaHOBNEHO Ceaytolee NPorpammHoe obecneyeHune, yaanuTe ero ao
ycTaHoBKM EanHoro knvenTa JaCarta:

e Crapble Bepcun MO EauHbii knveHT JaCarta;
e CCID Fix;

eToken for Signal-COM;

JC-PROClient;

CryptoPRO BIO;

Athena Micro SD Driver;

USB eToken Driver.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

4. YcTaHOBKa EanHoro knueHta JaCarta

Z’S BHumaHume! Mepepg yctaHoBKoM EanHoro knveHTa JaCarta ybeamtech B TOM, YUTO KOMMNbIOTEP COOTBETCTBYET
TpeboBaHWAM, NpUBeLEeHHbIM B Tabaumue 5.

A Bo nsbexkaHne BO3HMKHOBEHUA KPUTUUYECKOM CUCTEMHOM OLIMBKM He ycTaHaBMBalTe B pexume "silent
mode" (B TOM uncne yepes rpynnosbie NOAUTUKK) Bepcuto MO EamHbiii KaneHT JaCarta 2.6.6.929 nosepx
Bepcuu MO EanHbiv KnmeHT JaCarta 2.7.0.X. 9TO MOKET NPUBECTU K HEXKenaTelbHbIM NOCNeACTBUAM BMNIOTb
[0 BO3HUKHOBEHMA BSOD.

A BHumaHue! MO EanHbiii KnneHT JaCarta yxke coaepxuT moaynb JC-Client, nosTomy He pekomeHayeTcs
yctaHasausatb M0 JC-Client Ha KomnbloTep € ycTaHOB/EHHbIM EguHbIM KnneHTom JaCarta. OTaenbHan
[ononHUTeNbHan yctaHoBKa JC-Client moxeT HapywuTb HacTpolKkn EguHoro kaneHTa JaCarta v Bbi3BaTb
OLIMBKM NpUM NOCNeAYOWNX YCTAHOBKAX U YAANEHUAX STUX NPUNONKEHWUI.

Y7106bI ycTaHOBUTL EAMHBIN KnneHT JaCarta BbINOAHUTE cneaylolme A4eACTBUA:

1. B 3aBMCMMOCTM OT PA3pPALHOCTM ONEPALMOHHOM CUCTEMbI 3aMyCTUTE HYXHbIW $Gaia yCTaHOBKM
(cm. pasgen 2. OnucaHMe NaKeToB YCTaHOBKM).

Ecan Ha KomnbloTepe He yctaHosneH eToken PKI Client/SafeNet Authentication Client, oto6pa3utca

cnepaytolee okHo (cm. puc. 1).

MpeaynpexaeHue o6 otcytctemnn eToken PKI Client/SafeNet Authentification Client

_-% He naiipen SafeNet Authentication Client wnn eToken PKI Client x|

He HaiigeHbl gpaiieepa nogaepxkn eToken

Ha KOMMBHOTEDE HE YCTAHOBNEHD MporpaMMHoe obecnedeHe
SafeMet Authentication Client unm eToken PKI Client. Pafiota ©
3NEKTPOHHEIMW KNKOYaMH eToken ByaeT HEBOSMOMHS.

Hasmire "danee” gna Toro, YyTobbl NpoAOIHHTE YCTaHDBKY
EauHeIA knveHT JaCarta Bes nogaepxsu knouel eToken um
"OTMeHa" ANA OTMEHE! YCTEHOBKM.

PucyHok 1

2.  Haxmute Qlanee > . OTo6pasnTca cneaytollee OKHO (CM. puc. 2).

© 2015, "AnapauH P.A." Crp. 12



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO NpMBETCTBMA MacTepa YCTaHOBKKM EgmMHoro kKaneHta JaCarta

|§l Egunbiii knnent JaCarta x|

Bac NpHBETCTBYET NporpaMMa YCTaHOBHH
EOnHblil KnnwedT JaCarta

MporpaMma EQMHEI knueHT JaCarta DyneT ycTaHoBNEHS Ha
KOMNBIOTER. [NA NPOAOMKEHMA HEKMMTE KHONKY <anees,

MPEAYMPEXAEHWE: QaHHaa nporpaMMa SalMILEHS 3aK0HaMA
0ff aBTOPCKMYK NPEBAX M MEXAYHIPOAHEIMH COrNEWEHMAM,

= Hazag

PucyHok 2
3.  HaxmuTte flanee > . OTo6pasuTca cneaytolee oKHO (CMm. puc. 3).
OKHO NNUEH3NOHHOro cornaweHuna
{5 Enunbiit knenT JaCarta x|
BAXHO: g
HOXAJIVﬁCTA, BHIMATENILHO [IPOUMTAMNTE OAHHOE JIMOEHSHMOHHCE
COT'JIAIEHME, TMNPEXOE UEM OTKPHTb TMAKET C [PCT'PAMMHHM
OBECIIEUEHMEM W/ MWMCIOJIB3CBATE ET0 COOEPXVMMOE W/WIHM
NPEXIOE, UEM SATPYXATD WM VYCTAHABIIMBATL IIPOT'PAMMHOE
OBECIIEUEHME .
BCE VYKASBAHNMA TI[IC MCIOCJIIBSCBAHMID HACTOAMEITC MNPCTPAMMHCIO
OBECTIEUEHMA (BrpYas 6es OrpasHuYeHnNn BubrmmoTexy,
VTWIATH, Qalisie o748 2 CKauMBasEus c Web-camra, CD-ROM,
Tl vwm v v —~ - .~ e S v AT TR RS TR e ey e T T PN o {0 WY _v—l
(% 8 NDUHIMAIO YCNOBMA NMLEHSMOHHOTO COrNALLEHNS:
" 8 He NPUHUMAIO YCNOBMA NMLEHSMOHHOTO COrNaLIeHUS
< Hasaa I [fanee > I OTMeHa
PucyHok 3

4. TpounTaitTe NMLEH3NOHHOE COoralleHne
4.1.  ECAv Bbl He COrNacHbl C YC/I0BUAMM ANLLEH3MOHHOIO COrNalleHus, MPeKpaTnTe YyCTaHOBKY.

4.2.  EcAv Bbl COTNACHbI C YCAOBUAMM NNLLEH3MOHHOIO COrNnalleHus, Bbibepute NyHKT  npUHUMAIO
YCNIOBUA NLEH3UOHHOrO cornalweHusa u Haxkmute fanee >. OTob6pasnTca cneaytolee OKHO
(cm. puc. 4).

© 2015, "AnapauH P.A." Crp. 13



EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

OKHo Bbl6Opa NyTH ycTaHOBKM EguHoro kaneHTa JaCarta

i Enniii knnent JaCarta X

¥cTaHoska EquHenit knmeHT JaCarta B:

C:\Program Files\JaCarta Unified Client} ZMEHWTE. .. |

HapimmTe kHonky «Janees, yTolsl YCTAHOBWUTE B 3Ty Nanky. HammMuTe KHomKy
“AZMEHMTE*, UTODBI BEINOMHWTE YCTAHOBKY B APYTYHD Nanky.

OTHEHA |

< Hazaa

5.  MNpun HEOBXOAMMOCTU BOCNONb3YNTECH KHOMKOM U3MEHUTb..., YTOObI MU3MEHUTb NYTb YCTAHOBKM

1.0

PucyHok 4

EanHoro knveHTa JaCarta, nocne yero HaxkmuTe fanee >. OTobpasnTca cneaytollee okHo (cm. puc. 5).

YcTaHOBKA A0NOAHUTENbHbIX MapameTpos paboTbl EAnHoOro kaneHTa JaCarta

i Enuubii knwenT JaCarta

YCTanoBKa OONOAHHT 2NbHbIX KOMNOHEHT:

[~ ¥YcTaHoBMTE MOLYM NogAepHKM BroMeTpuM,

Bwbop cnocoba asromarnueckoro obHoanenna:
% YcTaHaBNMEATE 0BHOBNEHWA AETOMATHYECKM.
' MpoBepATE HANMYME HOBLIX OBHOBNEHWIA, HO HE YCTAHABNMBATH MX.

' He npoBepATE Hanu-Me oBHOENEHM,

< Hazaa

OTMeHa |

6. BbinonHuTe cnegyowme AencTemA:

6.1. Ecnv Bbl NAaHUpyeTe UCNO/b30BaTb 3/IEKTPOHHbIE K/OUM C NOAAePKKOW BUoMeTpuYecKon
ayTeHTUdMKaLMK, ycTaHOBUTE GNaXKOK YCTAaHOBUTb MOAY/IU NOAAEPKKM BuomeTpun.

6.2. Bblbepute pexum NPoBepKM 1 yCTaHOBKM 06HOBAEHMIT EanHOro KanerTa JaCarta:

PucyHok 5

6.2.1.  YcraHaBnuBaTb 06HOBNEHMA AaBTOMATUYECKM — NPU BbIXOAE HOBbIX 06HOBNEHMI OHM BYAYT 3arpy¥KeHbl U

YCTAaHOBNEHbl Ha KOMMNbIOTEP aBTOMATUYECKN;

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

6.2.2.  TposepATb HasMuMe HOBbIX 06HOBNEHUIA, HO HE YCTaHABAMBATb UX — MPM BbIXOLE HOBbIX OBHOB/IEHMIA Ha
3KpaHe KomnbloTepa ByaeT oTobparkaTbCA COOTBETCTBYIOLLEE NPEeAyNpeKAeHMe.

6.2.3. He npoBepATb HannMumue 06HOBNEHUI — EguHBbIN KaneHT JaCarta He ByaeT NpoBepaTb Hanndne 06HOBAEHUIA.

7. HaxmuTe YcTaHOBUTD. 10 3aBepLUEHMM YCTAHOBKM OTOBPA3UTCA cneaytolee OKHO (CM. puc. 6).
8. Haxmurte lNoTOBO.
9. Mepe3arpy3ute KOMNbIOTEP, €C/IM OTOOPA3UTCA COOTBETCTBYIOLLEE NpeaynpexaeHue.

OKHO 3aBepLleHmna yCTaHOBKKN EanHoro knmeHTa JaCarta

i Enuubii knwenT JaCarta x|

MNporpaMMa yCTaHOBKH 2aBepuieHa

Mporpamma EQMHBIA KnueHT JaCarta yonelwHo yeTaHOBNEHE.,
[nA koppekTHON paboTel BOEX KOMNOHEHT DEKOMEHAYETCA
NEPE3IarpyIMTb KOMNBKITED,

CITHEHE

= Hazaa

PucyHok 6

ZQS BHMMmaHMe!

[na ncnonb3oBaHMA 3/1eKTPOHHbIX Katoueit eToken Heob6xoaMmo, YTobbl Ha KoMnbloTepe Bbia TaK XKe
yctaHosneH eToken PKI Client 5.1 SP1 nnu SafeNet Authentication Client nocneaHelt Bepcum.

[ns ncnosnb3oBaHMA 3/1eKTPOHHBbIX Kntouvelt eToken CryptoPro u JaCarta CryptoPro Heob6xoamMmo, 4Tobbl Ha
KomrbloTepe bblno yctaHoBAEeHO MNporpammHoe obecnevenuns ansa pabotol ¢ CK3U Kpuntolpo ®KH CSP.

OcobeHHOCTM yCcTaHOBKM EanHbIN KNnneHT JaCarta Ha OC Windows XP ¢
YCTaHOB/EeHHbIM aHTusmMpycom Dr.Web

Ecnu yctaHoska MO EaunHbiit knmveHT JaCarta nponcxogut Ha KomnbtoTepe ¢ OC Windows XP 1 ¢
yCTaHOB/IEHHbIM aHTUBMpPYycom Dr.Web, To nepeg yctaHoBKol MO EauHbIN KnneHT JaCarta Heobxogumo
BbIMO/IHUTL Ceayolme AeNcTBUA:

1. 3anyctutb SplDer Agent, HaXaB 3HA4YOK ﬂ Ha naHenu 3agad B 061acTn yBeLOMAEHUIA.

2. Pasbnokuposatb SplDer Agent ans BHECEHWA U3MEHEHMI HaXKaB KHOMKY @ (cm. puc.7).
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EAuHbIN KNneHT JaCarta

3. B nosBMBLUEMCA OKHE Ha)KaTb 3HAYOK & HacTpoiiku (cm. puc. 8).

4. B nosBuBLIEMCA OKHe BblbpaTb onuMio KoMNoHeHTbl 3awWwmTbl (Cm. puc. 9).

© 2015, "Anapgamu PO

PyKOBOACTBO aAMUHUCTpaTOPa

Dr.Web ana Windows

Moit Dr \Weh

NuueHsuAa OcTanock 29 aH

VHCTPYMEHTE

KOMNOHEHTLI 3aLWMThI

3arpyska thainos 8%

CkaHep

> BEHEaE

B
®

Dr.Web ana Windows
Mol Dr Web
NuueHsuAa OcTanock 23 gH
MHCTPYMEHTE

KOMMNOHEHTH! 3aLLMThI

OBHOBNEHUE HE TpeByeTcA

CkaHep

+ CEIEIERE

oL

1.0

PucyHok 7

PucyHok 8
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EAuHbIV KnneHT JaCarta

5.

6.

HacTpoiku

CCHOBHbIE
Fogurens
WcknioyeHua

KomnoHeHTEI ZawuTel

PyKOBOACTBO aAMUHUCTpaTOPa

Maponb

3aAWMLATE NAPONEM HACTPOMKA Dr Weh

Em

OTkn.

VIaMEHWTE Maponk

YnpaBnenue HacTpoikamu

V3MEHUTE v

Bbl MOXETE COXPaHWUTL HACTPOMKM NPOAYKTA Ha KECTKWIA AUCK B BUAE thaitna,
MMNOPTUPOBATE WX M3 thalina UNK BOCCTAHOBUTL HACTPOMKW N0 YMONYaHWIO.

1.0

PucyHok 9

B noasuBeLIeMcs OKHe BblbpaTb onuuio MpeBeHTMBHAA 3aW4MTa M YCTAaHOBUTL NapameTp Paspelwwatb B

COOTBETCTBMMU C pUCyHKom 10.

(© KoMmnoHeHTBbI
3aLNTHI

SplDer Guard
SpiD

SplDer Mail
AHTUCTEM
EBpaHgmay

[pEBEHTUEH

YpoBeHb 6n0oKUpOBKM NOAO3PUTENBHBIX AeHCTBUIA

MonL30BaTENLCKUA

v |

3awmwaemblit 06 beKT

Paspewatb

ChpawWeaTs

=lof x|

3anpewars

LIenocTHOCTE 3anyLUEHHBIX NPUAOKEHMA
LlenocTHOCTE haltnoe NoNeL30BaTENENR
®ainn HOSTS

HW3KOYPOBHEBbIA AOCTYN K AUCKY
3arpyska Apaieepos

NapamMeTpel 3anycka NPUNoKEeHW (IF ..
Opaiteepsl MyNbTUMEAMIAHEIX YCTPORCTE
NapameTpel 0Bonoykd Winlogon
HoTudMkaTopsl Winlogon

ABTO3ANYCK 0BON0YKM Windows
ACCOLMALMM MCNONHAEMBIX (haIMN0E
MOAUTUKW OFPEHMYEHUA 3aNyCKa Npor...
NnaruHel Internet Explorer (BHO)
ABTO3aMYCK NPOrpam

ABTO3ANYCK NOAUTUK

KoHturypauua Ge3onacHorg pexuma
NapameTpsl MEHEMKEPa CECCHIA

CUCTEMHBIE CRYKEEI

@ O00j®®®00®®®®®®0 000

O|0|0|0|0|0|®|O0|O0|0|0|O|O|0|0 00K

0O®®000|0j®O0|0|0|0|0|® ® ®®

3aKpbITb OKHO HacTpoiiku 1 yctaHoBuTb MO EamHbIN KnneHT JaCarta (noapobHee cm.pasaen 4.
YcraHoBKa EanHoro knmeHta JaCarta).

© 2015, "AnagauH P.O."
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

A BHuMaHMe!

Ecnam npu yctaHoBke MO EauHblin kKnneHT JaCarta, 6yaeT BbibpaHa onuva YctaHaBAnBaTb 06HOBAEHUA
aBTOMaTUYECKU 1aun onuusa NpoBepaTb HannMuMe HOBbIX O6HOBNEHUIA, HO HEe YCTaHABAMUBATb UX, TO Noc/e
nepesarpysku OC MOXKeT NoABUTCA Cneaytollee oKHo (cm. puc. 11).

& JaCarta Unified Client

Application name & JaCarta Unified Client

Application path: C:\Program Files\WJaCarta Unified ClienttWJaCartaUC.exe
Digital signature: % Not signed

Address: top:ff217.23.142.74 (www.aladdin-rd. ru)

Port: 80 (www-http)

Direction: Outbound

There is no appropriate rule for this application

Create rule... Block once Allow once

PucyHok 11

Mocne nosagaeHNa 4aHHOTO OKHa HeoBXoAMMO co3aaTb nNpasmno gaa Dr.Web, cornacHo koTopomy MO
EaunHbIii KnmeHT JaCarta cmoxkeT obpaltatbea no agpecy www.aladdin-rd.ru gns npoBepKu Hanuums
O6HOB/IEHUI U UX YCTaHOBKM.

[nsa co3paHua npasBuia cneayer HaxKaTb KHoOMKy Create rule...

[anee B nosasuBLIemMcA OKHe (cm. puc. 12) cneayet Bbib6paThb:
Allow network connections for application on 80,

Allow all network connections

nnu Create custom rule n Haxatb OK.

© 2015, "AnapauH P.A." Crp. 18
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£&3Dr.web Firewall = x|

JaCarta Unified Client

Application name & JaCarta Unified Client

Application path C:\Program Files\WaCarta Unified Client\JaCartaUC.exe
Digital signature: % Not signed

Address tep:Af217.23.142.74 (www. aladdin-rd.ru)

Part 80 (wwew-http)

Direction Outbound

B Apply predefined rule

Allow network connections for application on port 80 {(www-http) v

Allow netwark connections for application on port 80 (www-http)

Block network connections for application on port 80 (www-http)
Allow all network connections
Block all network connections

(#) Details oK | ) cancel
——
PucyHok 12
B cnyyae, ecnv 6bi1a BbibpaHa onuma Create custom rule, 40/1KHO NOABUTLCA CeAYOLLEE OKHO
(cm. puc. 13), B KoTopom HeobxoamMmo HaxKaTb OK ans 3aBeplieHus.
@Dr.Web Firewall E 5I
JaCarta Unified Client
Application name: & JaCarta Unified Client
Application path C:\Program Files\aCarta Unified Client\JaCartalC.exe
Digital * Not signed
Address top217.23.142.74 (www. aladdin-rd.ru)
Port: 80 (www-http)
Direction: Outbound
B Apply predefined rule
| Create custom rule v I
Rule name: lA"OWleV4Z.-'f21?.23.142.74ZBU |
Description: ’Rule description I
Action: ’Allow packets - |
Network protocol: ’ 1Pyd - | Transport protocol: ’TCF’ - ‘
Direction: ’ Outhound - | Logging: | Off - ‘
Remote address: ’ Equal - | Remate port: | Equal - ‘
[217.23.14274 |
v_\'/:;_] Details oK I Cancel
T — I
PucyHok 13
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

5. YnaneHune EanHoro KnuneHta JaCarta

Y1060l yaanutb EanHbIN KAneHT JaCarta, BbINOAHUTE CAeayloLLne AeNCTBUSA:

1. B MaHenu ynpasneHua BbibepuTe NyHKT Mporpammbl U KOMNOHEHTbI. OTO6Pa3nTcA creaytoLlee OKHO

(cm. puc. 14).
OKHO Nporpammbl M KOMMNOHEHTbI
y__'l MporpaMMbl W KOMMOHEHT bl O] x|
‘ @ OV 'ﬁ ~ Bre 3neMEHTHl MaHENM YNPSENEHKA + rlpOFDEMMbI W KOMAOHEHTBI - m I Monck: I'Iporpannm M KOMMOHEHTEI E‘

MaHens YNPEENEHUA - A0MALIHAR YOancHue Wid HSHEHSHNE NPOrpaMMbl

CTpaHILE
[na yaaneHua nporpamtel Bei0EpUTE B8 B CMCKE M WenKHKUTe "YaanuTs", MsmernTs”
MpoCMOTP YCTEHOBNEHHGIX "BoccTaHoBuTE "
oBHOBNEHMIA
[ ¥
§ e eI ypgams +Caan) = - @
Mma - | v| WspaTens | v| YoTaH. .. | v| Pasmep 4
il Athena ASEDrive x64 4.0.0.5 Athena Smartcard Solutions 31.07.2014 6,751
= eToken PKI Client 5,15P1 Aladdin Knowledge Systems Ltd,  13.01.2014 36,61
'./JC-CliEntx64 6.24.16 ARDS ZAO 31.07.2014 58,41
==

Microsoft .NET Framework 4 Client Profile Microsoft Corporation 13.01.2014 38,81

L Microsoft \NET Framework 4 Extended Microsoft Corporation 13.01.2014 51,91
("I Microsoft Visual C++ 2008 Redistributable - x64 9., Microsoft Corporation 18.11,2013 7as
(w7 Microsaft Visual C++ 2008 Redistributable - x86 9... Microsoft Corporation 18.11.2013 596
ETDtaI Commander 64-bit (Remove or Repair) Ghisler Software GmbH 18.11.2013

@UMware Toaols VMware, Inc. 18.11,2013 60,51

EnmHbii knueHT JaCarta Aladdin R..D. 31.07.2014
E NawkeT apalisepos Windows - Athena Smartcard ... Athena Smartcard Solutions 31.07.2014
% Naxet apaieepos Windows - Athena Smartcard ... Athena Smartcard Solutions 31.07.2014 -
2 Naker apaiisepos Windows - Athena Smartcard ... Athena Smartcard Solutions 31.07.2014
% NareT apaiisepos Windows - Athena Smartcard ... Athena Smartcard Solutions 31,.07.2014 <
o PRSP S [ T [T R Py W | B e P mmbmmmed Mol dm—— M4 AT WA
€ | o

~ Aladdin R.D. Bepous npoaykTa: 2.4.30.480
Ceeinka cripaeki: http:ffwww.aladdin-rd.ru

PucyHok 14

2. B cnucKke ycTaHOBAEHHbIX MPOrpamMmMbl OTMeTbTE NYHKT EAMHBINA KaneHT JaCarta 1 HaxmuTe Yganutb.
OTobpasuTca cneaytouiee okHo (cm. puc. 15).

[]

A BHumaHue! Mpu ycTaHoBKe EanHOro kaveHTta JaCarta Ha KomnbloTepbl ObIIN TaKKe YyCTaHOBAEHDI
OpYyrue KOMMNoHeHTbI: Takme Kak JC-Client n Athena ASEDrive. He yaanaiTe nx no otaenbHOCTU — yganeHue
BCEX KOMMNOHEHTOB NPOM30MAET aBTOMATUYECKM Nocne yaaneHus EanHoro kaneHTa JaCarta.

OKHO npeaynpexaeHus ob yaaneHmm EguHoro kanexTa JaCarta

h Bbl AEACTEMTENBHO XOTUTE YAANMTE "EAMHEI KneHT JaCarta™

I_ Bonblue He NoKa3bIEaTE 3TO AMANOroB0e OKHO fa

PucyHok 15

3.  Haxmute fa, yTobbl NoaTBEPANTL ONepaumto. YaaneHme EanHoro KnvenTa JaCarta 3aiimér
HEeKOTOpoe BpemMs.
4. [lo 3aBepleHnn yaaneHUa Bbl MOXKETE 3aKpbITb OKHO Mporpammbl U KOMNOHEHTbI.

© 2015, "AnapauH P.A." Ctp. 20



EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

6. O630p NONb30BATENBCKOro UHTEpPenca

6.1. MeH10 6bICTPOro 3anycKa

MeHto 6bicTporo 3anycka EguHoro knneHTa JaCarta oTobpaskaerca Ha NaHenu 3a4ad B 061acTu
yBELOMNEHWI B BUAE 3HauKa 4.

YT106bl OTKPbITb MEHIO, HAXKMWUTE Ha 3HAUYKE MPaBOI KHOMKOW MbILLK — MeHI0 ByeT MMeTb cneaytowmii Bua,
(cm. puc. 16).

MeHto HbICTpOro 3anycka
& EauHbIi knwelT JaCarta...

HacTpoliku. . .

0 EavroM knkernTe JaCarta...

BraTi
PucyHok 16
OnucaHue NYHKTOB MeHI0 BbiCTporo 3anycka npueegeHo B Tabsuue 6.
MyHKT meHIo OnucaHue
EauHbIf KnneHT JaCarta... OTKpbIBaET OKHO OCHOBHOTO MHTepdelica EauHoro KnueHTa JaCarta (noapobHee cm. noapasgen 6.2.
OcHOBHOI MHTepdEiiC).
HacTpoitku... OTKpbIBAET OKHO, NO3BOAAOLLEE PeAaKTUPOBaTh 06LMe HAacTpoWKK EamHoro knnexTa JaCarta (nogpobHee
cM. pa3gen 7. Hactpolika pabotbl EamMHoro knuenTa JaCarta).
O egnHom KnueHTe JaCarta... OTo6paskaer cBeaeHUn 06 yctaHoBeHHOM ak3emnaspe EguHoro kanerTa JaCarta.
Boiitn CKpbIBaeT 3Ha4oK @ 13 06/1aCT1 yBEAOMNEHMIA HA NaHeM 33434 M OCYLLEeCTBANAET BbIXOA, U3 EguHoro
KnueHTa JaCarta.
Tabnuya 6

6.2. OcCHoBHOM UHTEpdenc

Y106bI OTKPbITb OCHOBHOE OKHO M0/b30BaTENbCKOrO UHTepdeiica EanHoro knneHTa JaCarta BbinosHUTE
OZHO U3 crieayowmnx A4enNcTBUi:

e HammuTe Ha 3Hauke & NpPaBoOM KHOMKOM MbILIN M B KOHTEKCTHOM MeHI0 BbibepuTe EQUHDBIN KNneHT
JaCarta.

nnn

e B meHto MNyck BbibepuTe Bce nporpammbl > AnagaguH P. [i. > EauHbIA KaneHT JaCarta.

OKHo byaeT BbIrageTb cneayowmm obpasom (cm. puc. 17).
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EavHbIA KnveHT JaCarta — ;lglll

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OcHOBHOE OKHO N0Nb30BaTE/bCKOIO MHTepd)eﬁca

EavHbIN KNneHT JaCarta

JaCarta

7 HacTporku

JaCarta#0B52001511229243

HazeaHue JaCarta PKI

Mpunoxenma  PKI

3 CMeHUTE PIN-Kkog
BE305CHEN JOCTYI K PECYDCSM

Homep moaenu JaCarta PKI {Laser) Generic
HEZ0BUTE 3TOT HOMEY Myt OBPSLYSHAA B TEXHIMNECKYND POZZE0MKY.

OYHMTEC MM

CTPHPOBaHNA

PucyHok 17

B BepxHel YacTu 1eBOI NaHeNn 0TObPaXKaTCA NOACOEANHEHHbIE K KOMMbIOTEPY 3/IEKTPOHHbIE K/OYU.
3HAYOK 3/IEKTPOHHOIO K/H0Ya 3aBUCUT OT TMUMa STOTO 3/IEKTPOHHOTO K/0Ya. BUAbl 3HAUKOB 3/1EKTPOHHBIX
K/loYei M onmncaHme CoOTBETCTBYHOLMX MM TUMOB NPUBeAEHbI B Tabauue 7.

Tabnvua 7

U306pakeHune

OnucaHue

MicroUSB TokeH

USB TokeH JaCarta B Kopnyce nano

USB TokeH JaCarta B Kopnyce mini

USB TokeH JaCarta B kopnyce XL

CmapT-KapTa

eToken PRO, eToken PRO (Java), eToken FOCT, JaCarta PKI ¢ dyHKLMerh 06paTHOWM COBMECTUMOCTM C

NPOAYKTaMM KOMNAHUW «ANaaanH»

© 2015, "Anapgamu PO
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

N306paxkeHune OnucaHue

HIC-:[‘ eToken NG Flash, eToken NG-FLASH (Java)
—

ngi‘l eToken NG OTP, eToken NG-OTP (Java)
-

Hn TN 3NEKTPOHHOTO K/Il0Ya He onpeaenéx

_ INEeKTPOHHbIV KAtou B opm-pakTope MicroSD

:) DNEeKTPOHHBIN K/OY HAXOAMTCA Ha CTaguy onpeaeneHus

Tabauya 7

B HW}KHEeM YacTu 1eBOM NaHe M OCHOBHOIO OKHAa EauHoro kaneHTa JaCarta pacnoiioXKeHbl CCbI/IKU:

e HacTpoiku — oTobparkaeT OKHO HacTpoek EgmHoro kaneHTa JaCarta (cm. pasgen 7. HacTpoika paboTbl
EanHoro knvexTa JaCarta);

o [lepeKnounTbca B PeXXUMm agMUHUCTPUPOBAHUA/NONb30BATENA — NO3BO/IAET NEPEKNOYNTb EANHbIN
knueHT JaCarta B peXxmm aAMUHUCTPATOPA NN B PEXUM NONb30BaTENA COOTBETCTBEHHO.

B LLeHTpanbHOM YacTK OKHA CBEPXY OTOBPaXKaETCA METKA 3/IEKTPOHHOTO K/to4a, BbiI6paHHOTO B 1€BOM
naHenun. OTobpakeHMe OCTaNbHbIX 31EMEHTOB 3aBUCUT OT BbIGPaHHOTO perkuma (cm. 6.2.1. Pexxmum
nosab3oBaTtena un 6.2.2. Pexxum agmuHucTpartopa).

6.2.1. PexnmMm nonb3oBaTtena

OKHo EanHoro knveHTa JaCarta B pexunme no/ib3oBaTeNs BbIrAANUT caeayowmnm obpasom (cm. puc. 18).

© 2015, "AnapauH P.A." Crp. 23



EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO B peXume nosb3oBaTtena

EavHbIA KnveHT JaCarta

EAnHbIN KNneHT JaCarta

JaCarta#0B52001511229243

1.0

HazeaHue JaCarta PKI

Mpunoxenma  PKI 4 CMEHUTE PIN-
5&30naCHEN JOCTYT K PECYECam

Homep moaenm JaCarta PKI {(Laser) Generic
HIZ0BUTE ITOT HOMED it OOPSLYERIAT B TEXHIMYECKYND MOAAE0MKY.

- 3AMMHHCTPHPOBAHKA

PucyHok 18

OnucaHue nHtepdelica EgmuHoro knmeHTa JaCarta B pexkMme nosb3oBaTtess npuseneHo B Tabaumue 8.

Tabnuuya 8

Mone OnucaHue
HasBaHue HasBaHue moaenun Bbl6paHHOI’0 3/1EKTPOHHOrO K/Nto4a.
MpunosxkeHus CrnMCOK NPUIOXKEHMI B MAMATKU BbIBPAaHHOTO 3/1EKTPOHHOTO K/TH04a. 34ECh TaKKe PACMONOXKeHa KHOMKa

il, KOTOpas NO3BO/IAET MONb30BATE/IIO CMEHUTL MAPO/b MO/b30BATENA BbIOPAHHOTO 3/1EKTPOHHOTO K/to4a
(onucaHmre npoueaypbl CMEHbI NapoisA NOb30BaTeNA NPUBEAEHO B AoKyMeHTe [EAnHbIN KnneHT JaCarta.

PykoBoAacTBO nosib3osatens]).

Homep moaenn

Homep moaenu BbI6paHHOTo 31EKTPOHHOTO K/to4a. B cnyyae BO3HUKHOBEHMA Npo6ieM Npu UCMONb30BAaHWUM

NnoNb30BaTeNb A0/TXKEH C006LLIMTb 3TOT HOMep B cny»(6y TEeXHUYEeCKon noaaepxKku.

Tabauya 8

Mpu HannMumm obHoBAEHMI ansa EguHoro KnnenTa JaCarta HUxKe oTobparkaeTcs yBeAOMAEHME CO CCbIKOW,
NO3BO/IAOLLEN YCTAHOBUTL 3TO OBHOB/EHME.

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

6.2.2. PeXnuM agMUHNCTPATOPA

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

Mpu nepexoae B pexMm agMUHUCTPATOPa B OCHOBHOM OKHe uHTepdelica EamHoro kavenTa JaCarta
NoABAAITCA BKNagKku. OnucaHue BKNALOK NpuseseHo B Tabauue 9.

Tabnuuya 9

BKknapgka OnucaHue

NHbopmauma o TokeHe Ha aToii Bknagke otobparkatotca obLime cBefeHNA 0 BbIGPaHHOM 3N1EKTPOHHOM KAtoye. YTobbl oTobpasuTb
noapobHble cBeaeHus, HaxkmuTe MoaHaa nHpopmaums... (MoapobHee cm. "Brknaaka MHPopmaums o TokeHe").

PKI Bknagka oTobparkaeTca, ecnm Ha BbIBpaHHOM 3/1EKTPOHHOM KAKOYe YCTaHOB/IEHO npuaoxeHue PKI.

PKI\BIO Bknazka oTobpaskaeTcs, ecnv Ha BbIBPaHHOM 3/IEKTPOHHOM KJ/to4e ycTaHoBAeHO npunoxexue PKI/BIO.

rocrt Bknagka oTobparkaeTcs, ecim Ha BbIBpaHHOM 3/1EKTPOHHOM KAkoYe YCTaHOB/IeHO npunioeHne FOCT.

STORAGE Bknagka oTobparkaeTcs, ecnu Ha BbIBpaHHOM 3/1EKTPOHHOM KAtode ycTaHoB/IeHO npunoskeHne STORAGE.

DKH Bknagka oTobparkaeTca, ecnm Ha BbIGPaHHOM 3/1EKTPOHHOM KJ/ItOYe YCTaHOB/IEHO NpuaoxeHne GKH.

SecurLogon Bknagka oTobparkaeTcs, ecnm Ha BbIGPaHHOM 3/1EKTPOHHOM K/HOYE YCTaHOB/IEHO OAHO U3 CAeayoLWnX
npunoxenui: PKI, PKI/BIO, TOCT unun STORAGE.

BKknagka NHdopmMayma o ToKeHe

Bknagka UHPopmauma o ToKeHe umeeT creayowmin Bug (cm. puc. 19).

Equnbiit knuwenT JaCarta

Bknagka MHPopmaums o TOKeHe

EavHbIA KNneHT JaCarta

JaCarta#0B52001511229243

107 Hacrpoiiku

I'lepewuoqumcg B peXum
noAb30BaTens

JaCarta#0B52001511229243

Homep mMoaenu
CepuitHblif HoMep
06BEM namaTy

CeobogHoii namsTu

Tabnuya 9

=0l

AnagavH } L

NHpopmMauua o TokeHe \ PKI SecurLogon
HazsaHue JaCarta PKI
MpunoxeHusn PKI

JaCarta PKI (Laser) Generic

0B852001511229243

72Kb

45Kb (62%)

[10/1Ha8 UHGOPMAUUS...

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OnucaHune oTobparkaembix Nosei Ha BKAaake UHPopmauua o ToKeHe npuBegeHo B Tabauue 10.

Tabnuua 10

Mone OnucaHue
HasBaHue Ha3BaHue moaenun Bbl6paHHOr0 3/IEKTPOHHOrO K/1Ko4a
annO)KeHVIH anInO)KeHVIH, YCTaHOB/IEHHbIE Ha Bbl6paHHOM 3/1EKTPOHHOM K/lloye

Homep moaenn

Homep moaenu Bbl6paHHOr0 3/IEKTPOHHOr0 K/to4a

CepuiiHblii Homep

CepuitHbI HOMep BbIBPAHHOTO 3NEKTPOHHOTO K/toYa

06béM namaTtn

MonHbI 06BEM NamMATH BbIBPAHHOrO 3NEKTPOHHOTO KAtoYa

CsobogHolM namATn

061BEm cBOBOAHOW NamATU BbIOPAHHOTO 3N1EKTPOHHOTO K/to4a

Tabauya 10
Hwuke pacnonaraetca ccolika NonHasa nHPopmMaumA..., HAKaTNE Ha KOTOPYHO OTKPbIBAaE€T OKHO C
noApo6bHbIMU CBEAEHUAMMU O BbIBPAHHOM 3/1EKTPOHHOM KAtode (cm. puc. 20).
MoapobHaa nHGopMaLma o TOKeHe
MoapobHas undopMalyusa 0 TOKEHe 5]
Wudoprayua o cumTbiBaTENE
HaseaHWe c4nThIBaTENA IARDS JaCarta 0
WHdopmMayma o ToKeHe
WMa ycTpoHcTEa JaCarta PKI {Laser) Generic
CepHHHBIM HOMEp YMna 0B52001511229243
Moaene JaCarta PKI
Ofwaa naMaTe 73728 BawT
Mudoprauua o npunoxcern PKI
Annnet Laser
ma JaCarta#0B52001511229243
CepHHHEIM HOMEP NPUAOXEHHA 0B52001511229243
CeoBoAHaa NaMaTe 46120 BaiT
AnuvHa PIN-koaa [4..10]
PIN-koA YCTAHOBNEH
Makc, nonelTok Be0Aa PIN-koaa 10
QcTanock NoneITok BE0Aa PIN-koaa pin: 10
AnvHa PIN-KoAa aAMMHMCTPaTOpa [4..10]
Makc, nonelTok B60Aa PIN-KoAa aaMMHUCTpaTopa 80
QcTanock NONBITOK BB0Aa PIN-K0Aa aaAMHMHHUCTpaTOpa | S
Cnocob ayTeHTHHKALHK PIN-KoA
Cnocof ayTEHTMHHKEUMK 3 AMMHUCTPATOPa PIN-k0A
MNoaaep:xka BHOMETPHK Het
PucyHok 20

OnucaHve NpepocTaBaseMoit MHGopMaLum o ToKeHe NpuBeaeHo B Tabanue 11.

Tabnuua 11

CeKuma

Mone

OnucaHue

MHpopmauus o cuuTtbiBaTene

Ha3BaHwue cuuTbiBaTENA

HasBaHue ucnon b3yeMoro c4nTbiBaTena

MHpopmaLms o TokeHe

Mmsa ycTpoiicTea

MmA BbIGPaHHOTO 31EKTPOHHOTO KtoYa

CepuitHbI Homep

CepuiiHbI HOMEP MMKPOCXEMbI BbIBPAHHOTO 3/1EKTPOHHOTO KAtoYa

© 2015, "Anapgamu PO
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EAuHbIN KNneHT JaCarta

CeKkuma

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

Mone

OnucaHue

Mogenb

Mogaenb Bbl6paHHOI’O 3/1EKTPOHHOr0 KNK4a

O6uwana namaTb

O6bEM NamATH BbIGPAHHOTO 3/IEKTPOHHOTO K/toYa.

MHpopmaLuma o NpUNoKeHnm

Annnet

HasBaHue ncnonb3yemoro annneta BbI5paHHOI’O 3/1EKTPOHHOrO K/1koYa.

Nma

MeTka Bbl6paHHOr0 S/1EeKTPOHHOrO KNkoYa.

CepuiHbIN HOMEpP NPUNONKEHUA

CepuitHblit Homep BbIBPAHHOIO 3IEKTPOHHOTO KAtoYa.

g B cnyyae ¢ aneKTPOHHbIMM Katouamu eToken cepuitHblil Homep
MOMKET OT/INYATBCA B 3aBUCHMOCTU OT NPUIOXKEHUS.

CsoboaHan namaTb

0O6bém cBOHOAHON NAMATH BbIBPAHHOTO 3/1EKTPOHHOIO KtoYa.

[OnvHa PIN-koga

[OnvHa PIN-Koga nonb3oBaTens BblI6PaHHOIO NPUAOXKEHUA.

PIN-kop,

CraTyc PIN-KoZa no/ib30BaTeNs NPUIOKEHUA: YCTaHOBNEH/He
YyCTaHOBAEH.

Makc. NonbiTok BBoga PIN-kKoaa

MakcMmanbHO AOMYCTUMOE YNC0 HEBEPHbIX MOCNef0BaTe/IbHbIX
nonbiTok BBoAa PIN-Koga nonb3osaTens.

OcTanocb nonbIToK BBoAa PIN-
Koaa

Yucno HeBepHbIX NnonbiTok BBoAa PIN-koaa nonb3osatensa fo
610KMPOBKM BO3MOXKHOCTM Ucnonb3oBaHusA PIN-Koga nonb3osatens.

OnnHa PIN-koga
agMUHUCTpaTopa

[nvHa PIN-Kofa agMUHUCTpaTopa BbIGPaHHOrO NPUIOKEHUA.

Makc. NonbiTok BBoga PIN-kKoaa
aAMMHUCTPaTOpa

MaKcMManbHO JOMYCTUMOE YNCI0 HEBEPHbIX MOCNef0BaTe/IbHbIX
nonbiToK BBoAa PIN-Koga agMnHMUCTpaTopa.

Octanocb nonbiTok BBoaa PIN-
KoAda aAMUHUCTpaTOopa

Yumcno HesepHbIx NonbIToK BBoAa PIN-koaa nonb3osatensa Ao
610KMPOBKM BO3MOXKHOCTM MCMONb30BaHMA PIN-Koga agMuHMCTpaTopa.

Cnocob ayTeHTUdUKaLMM

YCTaHOBNEHHbIN cNocob ayTeHTUGMKALMM ANs BbIGPAaHHOTO
NPUNONKEHNS.

Cnocob ayTeHTUdUKaLMM
agMuHUCTpaTopa

YCcTaHOBAEHHbIN cnocob ayTeHTUdUKALMM agMUHUCTPaATOpa.

Bepcua npunoxeHus

Bepcus ycTaHOBAEHHOTO NMPUNOKEHMA (TONbKO A1 Npunoxenus FOCT).

Konuuectso Kntoyeit

Ko/aMyecTBO cekpeTHbIX KNtoyei B NPUoKeHUM (TONbKO Ans
npunoxenusa rOCT).

Konuuectso o6bekToB

KonnyectBo 06HEKTOB B NPUIOKEHUN (TONLKO AN15 npunoxkerus FOCT).

Pexxum npeabasneHus Kaoua
aaMUHUCTpATOpa

YCTaHOBNEHHbI pexknum GopMbl MpesbaBAEHUA Koua
aAMUHUCTpaTOpa

Yucno pa3biokMpoBok

Konnvectso pa36ﬂ0KMPOBOK BbIMNO/IHEHHbIX HAa AAHHOM 3/IEKTPOHHOM
KAw4ve

© 2015, "Anapgamu PO

Tabauya 11

Crp. 27




EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

7. HacTponKa paboTbl EQUHOM0 KNNEHTA
JaCarta

OKHO HacTpolikn EgmHoro knneHTa JaCarta MOXHO BbI3BaTb ABYMA Cnocobamu:

e HaXmuTe NpaBoi KHOMKOM MbILIM Ha 3HaYKe # B o6nactu yBeaoMIeHU 1 BbibepuTe HacTpoiiku...

Hacrpowku
e B N1E€BOM HUMKHEM Yr1y OCHOBHOFO OKHa EAMHOro kavenTa JaCarta Haxkmute .

OTobpasuTca cnegylouee oKHO (cm. puc. 21).

HacTtponku EanHoro KnveHTa JaCarta Ha BK/1agKke OCHOBHbIe

x

OCHOEHbIE AwnarHocTuka SecurLogon

O6Hoenenue ’ He nposepats o6HoBNEHNA v ‘

Konupogats cepTudukaT! & NOKaNEHOE XPaHUINLLE

OtobpaxaTb 3Ha4OK NPUNOXKEHNA B 0BN3CTN yBEAOMAEHII

Coc ] o

PucyHok 21

OkHo Hactpoikn EanHoro knmeHTa JaCarta coaepuT Tpu BKAaAKM:

e OcHOBHble

e JlnarHocTumka

e SecurLogon

OnucaHuMe HacTpoek Ha BKIaaKe OCHOBHbIE NpuBeseHO B Tabauvue 12, nocne MU3MeHeHMsA HaCTpoeK
cnepyet HaxaTb OK, 4To6bl COXpaHWUTb U3MEHEHUA.

Tabnuua 12

HacTpoiika OnucaHue

CrMCOK COAEPIKMUT TPU NYHKTa:

e He nposepATb 06HOBAEHMSA - EAMHBIN KNneHT JaCarta He ByeT NpoBepATb HasnuMe 06HOB/EHMIA;

O6HOBNEHUE e MNposepaTb 06HOBNEHMA - NPK BbIXOAE HOBbIX 06HOB/IEHNIt Ha 3KpaHe KomnbloTepa byaeT
0TO06paKaTbCA COOTBETCTRYIOWEE NpeaynpexaeHue;

© ABTOMATMUECKM - PY BbIXO/E HOBbIX OBHOBNEHNIA OHM By ayT 3arpy)KeHbl M yCTaHOB/EHbI Ha
KOMMbIOTEP aBTOMATUYECKM.

Konuposatb ceptuédukarbi B Ecnv ¢naxoK ycTaHOB/EH, cepTUMKaTbl B NAMATU NMOACOEANHEHHBIX 3EKTPOHHbIX KAtouel byayT
NOKa/bHOE XpaHuauLLe KONMPOBATLCA B /IOKA/bHOE XpaHWULLE cepTUdUKATOB.

OTobparkaTb 3Ha4OK
npunoxKeHua B obnactn Onpegaenser, byaet im otobpaxkaTbca 3HaYOK & B 061acTv yBeAOMIEHUIA.
yBeAoMNIeHn

Tabnauya 12
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OnucaHue okHa HacTpoliku Ha BKiagKe [iMarHoctuka (cm. puc. 22) npuseseHo B Tabanue 13, nocne
M3MEHEeHUA HACcTPoeK cneayeT HaxaTb OK, 4uTo6bl COXpaHUTb U3MEHEHMUS.

OkHo HacTtpolikun EguHoro knneHTa JaCarta Ha Bknagke narHoctmka

X
OCHOBHble Awnardoctuka SecurLogon

LlenoctHocTb NpoayKTa: NpoiiAeHo yCnewHo

30ece 861 MOXEME EbIN0HUME NPOEEPKY

yenocmHocmu. Haxmume KHONKY BbINOAHWUTL

"BuinoAHUME " u nodoxoume.

PucyHok 22

Tabnuua 13

HacTpoiika OnucaHue

BbinoaHAETCA NpoBepKa LenoctHoct EauHoro kaveHTa JaCarta ¢ nocneaytowmm otobpaskeHnem
pesynbTaToB NPOBEPKU.

BbInoNHUTL

Tabnauya 13

OnucaHue okHa HacTpoliku Ha BKnaake SecurLogon (cm. puc. 23) npuseaeHo B Tabauue 14, nocne
M3MEHEHUs HacTPOeK cienyeT HaxKaTb OK, 4ToObl COXPaHUTbL U3MEHEHUA.

OkHo HacTtpoitkm EanHoro knmeHTa JaCarta Ha BKnaake SecurLogon

x

OCHOEHbIe AwnarHocTika SecurLogon
Aannble anuenzuu SecurLogon:
Cratyc: He ycTaHoBneHa

3akaHuMBaeTca:

Opranuzauua:

YcTaHOBMTEL IMUEH3NI0 SecurLogon...
o

PucyHok 23

NoapobHee npo paboTty c npoaykTom JaCarta Securlogon HanucaHo B foKymeHTax [JaCarta Securlogon
PykoBoacTBO agMunHucTpaTopa] u [JaCarta Securlogon PykoBoacTBo nosb3oBatens).
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Tabnuua 14

Hactpoiika OnucaHue
YCcTaHOBUTb NLEH3UIO OTKpbIBaeT OKHO A1 Bblbopa U ycTaHOBKM daina nmueHsum MO JaCarta SecurLogon ¢ nocneayrowmm
SecurLogon... oTobpaskeHnem MHGOPMaLLMK O CTaTyCe NNLEH3UN.

Tabauya 14
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

8. HMumann3auuna sNeKTPOHHbIX KNIO4Yen

% Bo BpemaA MHUUMANM3aLMKM 334at0TCA OCHOBHbIE NAapaMeTpbl PpaboTbl 3/IEKTPOHHbIX Katouvel. Mocne
MHULMANN3ALUM SNEKTPOHHDBIN KAOY cieayeT nepesatb KOHEYHOMY NO/Ib30BaTE/It0 3/1EKTPOHHOMO KNHOYa.

8.1. MNpunoxeHne PKI (3neKTpoHHble Kntodn eToken
n JaCarta PKI ¢ pyHKUmnen ob6paTtHom
COBMECTUMOCTU C NPOAYKTaMn KoMnaHum Aladdin)

Y1066l NOArOTOBUTL 3/IEKTPOHHBIN KAHOY K paboTe, BbINOHUTE Caeaytolmne A4elcTeuma:

1. 3anyctute EgmHbiii KnneHT JaCarta v nepeKkntounTeCh B PEXMM agMUHUCTpaTopa.
MoacoeanHUTE 3NEKTPOHHbBIN K/OY K KOMMbIOTEPY, BbibepuTe ero B IeBOM NaHenn nHtepdeica
EanHoro KaveHTa JaCarta 1 B LeHTPa/IbHOM YacTu OKHa BbibepuTe BKAaaKy PKI.

3. Haxmute UHMUMann3mnposaTb.... OTob6pasunTca cneaytollee okHo (cm. puc. 24).

Ob6wwune napameTpbl MHULMANM3ALMUM

Mma TokeHa

Yecranoswte PIN-kog nonesceatena

Hoewiit PIN-kog nonesoeatens

| | &b

Mogreepxaeqne PIN-koga

& PIM-kog nonL3oeaTENA HE 3a8aH

JononHumenbHo... EbINOAHWNTE 3aKpbITh

PucyHok 24

4.  BbINOMHMTb HAacTPOIKyY. OnuMcaHve o6LWMxX NapamMmeTpoB UHULMANN3aLmMm npuseaeHo B Tabamue 15.

Tabnuua 15

Mone OnucaHue

Mmsa ToKkeHa YKarKute B 3TOM NoJsie MeTKY 3/IEKTPOHHOTO KAtoya (Hanpumep, uma 6yayuiero Biasenbua).

YcTtaHoBute ¢ﬂa)KOK, ecnu xotute 3agatb PIN-Kog nosb3oBaTensa Ha aTane MHUUMaAn3aLmu.

YcraHosutb PIN-Kopg, Ecnu Bbl cHUMmTe dnaxok, PIN-koa nonb3oBaTens BO BpeMA MHULMANMU3ALNMN YCTAaHOBNEH
nonb3osarensa He ByaeT — ero MoXKHo byaeT ycTaHOBUTL No3xe (ans atoro noTpebyetca PIN-koa
afMMHUCTPaTOPA).
Hosbit PIN-Kop, BBeauTe 3HayeHme PIN-Koga nonb3osatens (AaHHOE NoJsie akTUBHO, ECIN YCTAHOB/IEH
nonb3osatensa ¢dnaxok YcraHoButb PIN-KoA nonb3oBaTtens).
Tabnauya 15
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5. Ecan Bbl XOTUTE HACTPOUTb AOMNOAHUTENbHbIE NAapameTpbl MHULMAAN3ALUMN, HAKMUTE

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

AonoaHumesnbHO..., B NPOTUBHOM C/ly4ae nepexoauTe K wary 14 Hactoawen npoueaypsbl. Mocne

HaxkaTua JonosHumeabHo... 0TobpasunTca cnepyollee okHo (cm. puc. 25).
OKHO [0NOJIHUTE/NbHbIX HACTPOEK MHMLMaNM3aLun. Bknagka MapameTpbl.

PacuwmperHbie NapaMeT Pl HHHUHaNRSaLUnn ToOKeRa

MNapametphl ‘ MNonutnka PIMN-K0aa ‘ PaclunpeHHsle napameTpel ‘

2]

PIN-KO4 Nonk3oeatens

Makc. konuuecteo nenerrok PIN-ko | 10 :

D MNonbsoeatens gonkeH cmeHnts PIN-kog

PIN-k0f agMUHMCTpaTopa

D Yecranoewte PIN-kog agmunncTpatopa

PIM-koa agMuHncTpatopa

Makc. konuuecTeo nonerrok PIN-ke

PucyHok 25

6. BbInOAHUTL HaCTpOVIKy. OnucaHne fONOAHUTENBbHBIX HACTPOEK Ha BKAaAKe MNapameTpbl NpuBeseHo B

Tabanue 16.

Tabnuua 16

CeKuus Hactpoiika

OnucaHue

Makc. Konnyectsa nonbITok

MaKcmanbHOe KOIMYecTBO HEBEPHbIX MOCAef0BaTeNbHbIX NONbITOK BBoAa PIN-
KoAa No/sib30BaTens, Nocae KOTOPOoro BO3MOXKHOCTb Ucnonb3oBaHuA PIN-koaa
nonb3osatens 6yaeT 3abnoknposaHa.

PIN-Koz,
nonbsosarens EC/IM GpNaKOK YCTaHOB/EH, MONb30BATENb AO/KEH By AeT cMeHNTb PIN-KOZ,
MNMonb3oBaTenb JOMKEH CMEHUTD
PIN-KOA nosib30BaTeNA NP1 NEPBOM UCNONb30BAHUMN INEKTPOHHOTO K/t0Ya, B MPOTUBHOM
C/ly4ae OH He CMOXKET NPOAONKUTL PAabOoTy C 3STUM 3/1EKTPOHHbBIM K/THOUOM.
YctaHosutb PIN-Koa Ecnu pnaxoK ycTaHoBAEH, B Npouecce UHULMann3auumn byaet yctaHosneH PIN-Kog,
AagMUHUCTPaTopa agMUHUCTpaTopa.
Bsegute 3HayeHne PIN-kKoda agMmmHMCTpaTopa (None akTUBHO, TONIbKO eCcn
PIN-koz, PIN-Ko4 agMuHUcTpaTopa A Aa 3k patopa ( !
ycTaHoBAEH dnaxokK YcTaHoBUTb PIN-KoA agMUHUCTPaTopa).
agMuHUCTpaTopa

Makc. Konnyectso nonbIToK

MaKcumanbHoe KOIMYecTBO HeBEPHbIX NOCAeA0BaTe/IbHbIX MONbITOK BBoAa PIN-
KOAa aAMMHUCTPATOPA, NOC/e KOTOPOro BO3MOXHOCTb Mcnonb3osaHma PIN-koga
aAMUHUCTpaTopa byaeT 3abnoKnpoBaHa.

Tabnauya 16

7. MNepengute Ha BKAaaKy Moautuka PIN-koga. OKHO npumeT cneaytowmii Bua (cm. puc. 26).

HaCTpOVIKI/I Ha 3ToM BKNaAKe OTHOCATCA ToAbKO K PIN-KoAy nonb3osatena.
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OKHO A0NO/IHUTENbHbIX HACTPOEK MHULMaNn3aumn. Bknagka MNonuntmka PIN-koga.

x
MapameTtpbi Monutuka PIN-koaa PacluipeHHble napameTphl

Bazoeble nonuTuku PIN-Koga nonb3oBarens
Mun. gnuna PIN-koaa [ 6 5‘
Mun. cpok geiicteua PIN-koaa lo e‘
Makc. cpok aeiictena PIN-koaa [ 0 5 ‘
Mpeaynpexaenne 06 ncrevennn PIN-koaa (aHei) : 0 e‘
Wcropua PIN-koaa : 6 5‘
PacwupeHHble noautuku PIN-Koga nonb3oBartens
D BrntounTb paclumnpenHblii koHTpons kavectsa PIN-koaa
Yucnosbie cumeonst ‘ \ 4 ‘
CUMBONBI BEPXHETD pErucTpa ‘ A ‘
CUMBOAbI HUKHEMD perncrpa ‘ \ 4 ‘
CneynaneHble CUMBOAbI ‘ \ 4 ‘
MakcumMymM NoCNEA0BATENBHO NOBTOPAIOLLWXCA CUMBONOB ‘ 255 :

PucyHok 26

8.  BbINONHWUTb HAcTPOIKy. ONMcaHWe AONOHUTEbHBIX HACTPOEK Ha BKAaaKe Monntuka PIN-koaa
npuseneHo B Tabauue 17.

Tabnuuya 17

CeKuusa Hactpoiika OnwucaHue
MwuH. gavHa PIN-koga MWHUManbHOE KOANYECTBO CUMBOJIOB, KOTOPbIE MOXHO MCNo/b3oBaTh B PIN-koge.
o MUHUManNbHBIN CPOK (B AHAX), B TEHEHME KOTOPOrO MOXHO 1cnonb3osatb PIN-Ko,
MwuH. cpok peicteua PIN-koaa POK (8 AHAX), P A
nonb3osarens.
o MaKcMManbHbIl CPOK (B AHAX), B TEYUEHWE KOTOPOrO MOXHO Mcnonb3osatb PIN-Kog,
Makc. cpok gewncteua PIN-koga
basosble nonb3osartens.
noantuku PIN- N N N
Koaa MpeaynpexaeHne 06 ucteyeHMn 3a CKONbKO AHEN A0 OKOHYaHWA CpoKa AeicTeua PIN-Kopa nonb3osatens nocnefHuUin
nob3oBaTens PIN-koaa (aHew) 6yAeT nony4aTb COOTBETCTBYHOLLEE YBEAOMIEHME.

Yucno ncnonblosasmxca paHee PIN-KogoB nonb3oBaTens, KOTopble HeNb3A
Mcnonb3oBaTb Npu HasHaveHun Hosoro PIN-koga nonb3osatensa. Hanpumep, ecamn

UcTtopua PIN-koga 3HayeHMe YCTaHOB/IEHO B «3», N0/1b30BaTe/lb He CMOXKeT Ha3dHaunTb PIN-kog,
NnoNb30BaTeNs, COBNaAAoLWMI C OAHUM U3 TPEX paHee UCNOoNb30BaHHbIX noapag, PIN-
KOA0B.

BK/OUUTb pacLUMpPeHHbIN YcTaHoBKa pnaxkka N03BONAET BbINONHUTL TOHKYHO HACTPOMKY Kadectsa PIN-Kogos

KOHTpOAb KavectBa PIN-koga nonb3oBaTens.

PacwwupeHHble
nonutukm PIN-
Koaa

WUcnonb3osaHue undp B PIN-Koze nonb3osatensa. CUCOK COAEPKUT TPU NYHKTa:

e He BaxHO
* 3anpeweHo

Yucnosblie cMmBObI

e Ob6s3aTenpHo

nosb3osaTtena

Ucnonb3osaHue andaBUTHbIX CUMBOIOB BepXHero pernctpa 8 PIN-koge nonb3osatens.
CnUCOK COAEPMKUT TPU MYHKTa:

CUMMBO/IbI BEPXHEro perncrpa o He BaXHO

® 3anpeweHo

e 0b6s3aTenpHo
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CeKuma

Hactpoiika

OnucaHue

CMBObI HUXKHEro permcTpa

Mcnonb3oBaHue andaBUTHbLIX CUMBOJIOB HUMKHero pernctpa B PIN-koae nonb3osaTtens.
CrUCOK COAEPMUT TPU MYHKTa:

e He BaxkHO
e 3anpeweHo
e Obs3aTenpHo

CneumanbHble CUMBONbI

Ucnonb3osaHue cneymnanbHbix cMmBonos B PIN-koge nonb3osatens. CNmMcoK coaeput
TPV NyHKTa:

e He BaxkHO

® 3anpeweHo

e Ob6A3aTenbHO

Makcmym nocnegosaTenbHO
NOBTOPAIOLLMXCA CUMBO/IOB

Mcnonb3oBaHWe naywmx noapas o4MHAKoBbIX CMMBOA0B. CMUCOK COAEPKUT Nose ¢
BO3MOMHOCTbIO BbIOOPA 3Ha4YeHuA U3 gnanasoHa ot 0 ao 255.

Tabauya 17

9. [epenguTe Ha BKAaAKy PaclwumpeHHble napameTpbl. OKHO NpUMET cneayrowmin Bua (cm. puc. 27).
OKHO [,0NO/IHNTENbHbIX HACTPOEK MHMUMann3aunn. Bknagka PaclwumpeHHble napameTpbl.

PacwHpeHHble NapaMeT pbl HHHLMANH3aLWH TOKeHa 2x

MapameTpel ‘ Monutika PIN-Koaa ‘ PaclUMpeHHEIE NapaMeTphbl

PacwWpeHHble NapaMeTphl

Moanep:xa 2048-ButHoro knwova R5A
D BrnrounTe Nnoggepxiy ceptudukanmn FIPS

Mcnonsz0Banne Knoya

Bropuunan ayTentudukauma knrouem R5A | Hukorga v |

Pescum K3LLMPOBAHWA NPUEATHBIX A3HHBIX | Hukerga v |

MEMERLIME KAHY UHLUUEAUS U

m OTmeHa

PucyHok 27

10. BbINOAHWUTbL HACTPOMKY. ONMcaHWe JONONHUTENbHBIX HACTPOEK Ha BKIaAKe PaclumpeHHble napameTpbl
npuseneHo B Tabamue 18 .

Tabnuua 18

Cekuums

HacTpoiika

OnucaHue

PacwwupeHHble
napameTpbl

MNoanep»kka 2048-6utHoro
kntoya RSA

BbibepuTe 3TOT NYHKT Ana noaaepKku 2048-6UTHbIX Kntoueli RSA.

% JneKTpoHHble Katoum eToken PRO 32/64k He noaaep»unBatoT 3Ty Onumio.
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CeKuyma

Hacrpoiika

OnucaHue

BK/IIOUYMTL NOAAEPIKKY
ceptudukaumum FIPS

BbibepuTe 3TOT NYHKT ANA MHULMANU3aLMM YCTPOWCTB B PEXKUME COOTBETCTBUA
ctaHgapty FIPS.

FIPS (Federal Information Processing Standards) — yTBep»KAeHHbI NpaBUTENbCTBOM
CLUA Habop cTaHAapTOB, HaNPaBAEHHbIX Ha Y/yYlleHWe ynpaBaeHWA U UCNONb30BaHUA
KOMMbIOTEPHbIX N TENEKOMMYHUKALMOHHbIX CUCTEM CBA3M.

Mcnonb3oBaHue
KAto4a

BTropunuHas ayTeHTUdUKaLmA
Knoyom RSA

CrUCOK COAEPIKMT YeTbipe MyHKTa:
Hukorga — BTopuuHas ayTeHTUbMKaLmMA He NPOU3BOAUTCS;

Prompt conditional (Mpeanarate no Tpe6oBaHMIO NPUNOKEHNA) - B ITOM pexknume
NPWUOKEHWUA MOTYT 3anpaluvBaTh Naposb AA Katoda RSA, ecnu B HUX NpesycmoTpeHa
TaKas BO3MOXHOCTb;

Prompt always (Bcerga 3anpawumBath y Nonb3oBaTens) — npu reHepaummn RSA kntova,
KaAblil pa3 3anpallnBaetca AoNOAHUTEbHbLIN naponb RSA ana goctyna K aTomy
Kntouy. OflHaKO NO/Ib30BaTENlb MOXKET U He 33/aBaTb AONONHUTENbHbIV Naponb, Npu
3TOM FreHepaLma KNoYa NPoAoMKUTCA 63 UCNOb30BaHUA AONOAHUTENBHOIO NApPoNa
RSA;

Mandatory (Bcerga) —npwv co3gaHum Kntoua RSA Bam byaeT NnpesnoKeHo 3a4aTb
OOMONHUTE/IbHBIV NApPOAb ANA AOCTYNA K KAtouy. pu HaxaTum kHonku OK
reHepupyeTcs KNtoY, BBEAEHHbBI Napo/ib MCNO/b3YeTCA B KA4YECTBE AOMOAHUTENBHOMO
naponsa RSA ana storo kntova.

Pexxum K3WnpoBaHUA
NPUBaTHbIX AAdHHbIX

CrMCOK COAEPIKUT TPU NYHKTa:

o HuKorga — KalWmMpoBaHMe He NPOU3BOAMTCS;
o lpu BXoAe NoNb30BaTeNs — K3LWMPOBaHWE NPOM3BOAUTCA NPU BXOAE
no/ib30BaTeNs, AAaHHbIE COXPAHAIOTCA K K3Lle [0 3aBepLUEHUA CeaHca BXoAa;

e Bcerpga - KaWnpoBaHMe NPON3BOAUTCA BCeraa.

Tabnauya 18

11. EcAu Bbl XOTUTE USMEHUTL KHOY MHULMANAMU3ZALMMN, HAXKMUTE Ha CCblIKe M3MEHUM®b KAy
UHUYUAnu3ayuu... BHX3y oKkHa. B npoTMBHOM ciyyae nepexoamTe K wary 13 HacToAlwel npoueaypbi.

Mocne HaxaTua M3meHUMb KAKY UHUYUAAU3AUUY... OTOBPA3UTCA Caeaytollee OKHO (Ccm. puc. 28).

' cnonb30BaTth 3HAYEHWA MHUUWANKZaUKMK KNKoYa No YMOonYaHWeD

 Kcnons3oeats _‘,I'K.E3EHHI:|IIFI ENHIY MHULKanu3auumn I:l

MzmeHnTs Koy WHALKWaNW3auAm

* Mo ymonuaHumo
" CayuaiiHbiii
" 310 3HaYEeHNE

nC..lTEEF FOEHWE

MapameTpbl KAOYa MHULMANN3ALUN

| Kntou mamyrameaym 2l x|

Koy mHugnanuzagmm

]
[ ]

PucyHok 28

OnucaHne HacTpoeK B OKHe [MapameTpbl KAo4a MHULMAAN3ALUKM NPpUBELEHbI B Ta6n14u,e 19.

Tabnuua 19

HacTpoiika

OnucaHue

Kntoy nHuumanmnsaumm

Mcnonb3oBaTh 3HAYEHUA MHULMANN3ZALMM KKOYA MO YMOIYAHUIO — UCMO/Ib30BAHUE CTaHAAPTHOIO KAtoYa
GITVEY EETTIZR
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Hacrpoiika OnucaHue

Ucnonb3osatb yKaBaHHbIVI KN4 MHUUUanusauyumum - eBeauTe 1o 3Ha4yeHue, KoTopoe 6bi1n0 YCTaHOB/IEHO
B NnoJsie 9TO 3HaYeHue.

Mo YMOYAHUIO — BOCCTAHOBMUTb 3HAa4YeHUe N0 YMO/TYaHUIO.

M3MeHUTb KNHoY MHMLMAAU3aLMK Cny4aiiHblil — B 3TOM C/ly4ae NoBTOPHan MHULManu3aums eToken HeBO3MOKHa.

370 3HaYeHue — BBeauTe HOBBIN KntoY WHUUMaNnU3aumm n eeegute noarsepaeHne CoOoTBeTCTBEHHO.

E

Tabnauya 19

HaxmuTe OK, 4Tobbl 3aKPbITb OKHO NAPAMETPOB KOYa MHULMANN3ALMMN,

HaxmuTe OK, 4Tobbl 3aKPbITb OKHO PACLUMPEHHbIX NapaMeTPOB MHULMANN3ALMMN SNEKTPOHHOTO
K/toya.

B okHe UHMUManU3auma NpunoxKeHua (cm. puc. 24) HaxkxMmuTe BbINONAHUTD.

MoaTBepauTe cBOM BbIGOp B 0OTOOPa3UBLLEMCA OKHE NpeaynpexaeHus.

Mpw ycnewHomn nHMumanmsaumm otobpasntca cooTBeTCTBYOWEee coobueHne — HaxkmuTe OK, 4uTo6bI
3aKpbITb ero.

8.2. NpunoxeHne PKI (3neKTpOHHbIe KNoymn
JaCarta) n PKI/BIO

8.2.1. HacTponkn nHuymanusauum

YT106bl NOArOTOBUTL 3NEKTPOHHbIN KNtoY K paboTe, BbINONHUTE Cneaytollme AencTems.

1.
2.

4.

3anyctute EguHbIn KnneHT JaCarta u nepekntoyYmUTeCh B PEXUM aAMUHUCTPaTOpPA.
MoacoeanHUTE 3NEKTPOHHbBIN KAtOY K KOMMNbIOTEPY, BbIbepuTe ero B 1eBOI NaHenn nHTepoerica
EanHoro KaveHTa JaCarta 1 B LeHTPa/IbHOM YacTu OKHa BbibepuTe BKAaaKy PKI.
HaxmuTe UHuumanusmnposatb. OTobpasunTca cnegytolee okHo (cm. puc. 29).

Ob6wme napameTpbl MHULMANM3ALUN

x
PIN-koa agmuHncTpatopa
Wma TokeHa

Ycranosuts PIN-koa nonbsosatens

Hoeeiit PIN-kog nonssosatens
| | %
Moareepaute PIN-koa nonesosatens

& Hoebiii PIN-koa nonb30eatens He 3aaaH

Jono/iHumeabHO.. BBIMONHKTE ‘ 3aKpbITh

PucyHok 29

BbINOAHWUTL HACTPOWKY. OnncaHne obLMX NapaMeTpPOB MHULMANM3aLNK NpuBeaeHo B Tabanue 20.
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Tabnuua 20

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

Mone

OnucaHue

PIN-ko4 agmunHUcTpaTopa

BeeauTte Tekywmii PIN-kog agMmuHuctpatopa (cm. 1.3.1. NMapameTpbl 31eKTPOHHbIX KNtoYei npu
nocraske).

Mma TokeHa

BBeauTe Kenaemyto MeTKy 3/IeKTPOHHOTO K/toya (Hanpumep, 3TO MOXKET bbITb UMA U damuamna
byaywero Bnagensua).

YcraHosuTb PIN-Kog nonb3oBatens

YcTaHoBUTE 3TOT GAaXKOoK, ecamn xotuTe 3a4aTb PIN-KoA Nnonb3oBaTens BO Bpems nHuumanmsaumn. Bol
MorKeTe He 3agaBaTb PIN-kog nonb3oBatens, ecnu:

© Bbl UCMONb3YyETE 3NEKTPOHHDIN KAtOY C NpunoxkeHnem PKI/BIO 1 Bbl XOTUTE yCTaHOBUTb ANA
NnoNb30BaTeNa TONbKO BUoOMeTpUYecKyto ayTeHTUdUKaumio (nogpobHee cM. AONONHUTENbHbIE
HaACTPOMKM MHULMANM3ALUMM B PaMKaX HACTOALLEN NpoLueaypbl);

® Bbl XOoTUTE 334aTb PIN-KOA Nonb3oBaTeNs No3xKe — B 3TOM C/lydae A1 nocaeayowein yctaHosku PIN-
Koga nosb3osatens Heobxoaumo byaet npeabasuTb PIN-Ko4 aAMUHMCTpaTopa.

Hosblii1 PIN-KoA nonb3osatens

BeeauTe HOBbIM PIN-KO4 Nonb3oBaTens (Nose akTMBHO, ECNM yCTaHOBAEH dnaxKoK YcTaHOBUTb PIN-Kog
nonb3oBarens).

MNoparsepxaeHune PIN-koaa

BseauTe noaTeep:aeHUe Hooro PIN-Koga nonb3osaTens (none akTMBHO, ECN YCTaHOBAEH GNaXKOK
YcraHosutb PIN-Kog nosnb3osartens).

Tabnauya 20

5. Ecnn Bbl XOTUTE HaACTPOUTb AONONHUTEIbHbIE NAapaMeTPbl MHUUMANN3AUNNU, HAXXMUTE
AonoaHumesnbHoO... , B NPOTUBHOM C/ly4ae nepexoauTe K wary 13 HacToswwel npoueaypsbl. Mocne

HakaTuA JonoaHumenbHo... 0Tobpasuntca cneaytollee okHo (cm. puc. 30).

JononHutenbHble NnapameTpbl MHMLWMANM3ZALNMY

PacumpenHbie napaMeTpk - s eH3 i |

PIN-Koa nonb30BaTens

Tun PIN-koaa PIN 4

Makc. nonbiTok BEOA ‘ 10 A
PIN-koaa | B v
Bpems xkuzHn PIN-koaa, aHn ‘ 0 :
MakcumaneHoe Bpems ‘ 0 A
v
k3wmpoeanna PIN-koga,
MUHYTbI
D Monesosatene gomkex nomenate PIN-kog npu nepeom exoge
Kayecmso PIN-xoda
PIN-kog agMUHUCTpaTopa
D YcranoeuTs Hoebilt PIN-kog aamuHmucTpaTopa
1 A"V
[ | KX
Makc. noneiTok BB0Aa A |
| 15 v

PIN-koga

D PaspelunTe pasbaoknpoBKy C MCMONL30BAHWEM MEXaHU3Ma 3aNPOC-OTBET

Kauyecmso PIN-xoda

Coc ] ore

PucyHok 30

6. BbInoAHUTL HaCTpOViKy. OnuncaHue pacwmpeHHbIX NapameTpoB MHULMAAN3ALMN NPUBELEHO B

Tabnuue 21.
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Tabnuua 21

CeKuus HacTpoiika OnucaHue
BO3MOKHbI YeTblpe BapuaHTa:
e PIN — gn1a ayTeHTUdMKALMM Nob30BaTeNb J0/XKeH BBecTU PIN-Kog nonb3oBaTtens;
o BIO — gna ayTeHTUdMKaLMM NONb30BaTEb A0/IKEH NPUAOKUTL Nanew, K CKaHepy
OTMeYaTKOB MasbLes (TONbKO AR 3/1EKTPOHHbIX Ktouel ¢ npunoskeHunem PKI/BIO);
Tun PIN-koga e PIN unm BIO — ana ayTeHTMdUKaLMM NONb30BaTE/b AO/IKEH CeNaTb OHO U3 ABYX:
BBecTM PIN-Ko4 nonb3oBaTens uam NPUAOKMUTL Nanel, K CKaHepy OTneYaTKoB
nanbLes (TONIbKO A4/1A 3NEKTPOHHbIX Ktouel ¢ npunoskeHunem PKI/BIO);
® PIN 1 BIO — ans ayTeHTMdMKaLMM NONb30BaTENb A0/KEH KaK BBeCTM PIN-Kopg,
NnoNb30BaTeNs, Tak U NPUNOKUTbL NaneL, K CKaHepy OTNeYaTKoB NanbLes (TOAbKO
[ON1A 3N1IEKTPOHHbIX K/to4en ¢ npunoxeHvem PKI/BIO).
PIN-kog,
nonb3oBaTeNs Makc. nonbiTok BBoaa PIN- MaKcmanbHO JONYCTUMOE YUCNO0 HEBEPHbIX NOCAeA0BaTENbHbIX NONbITOK BBoAa PIN-
KoAaa KOAa Nosb3oBaTens.
Yucno fHew, cnycTa KOTOpoe No/b30BaTeNb AONMKeEH byaeT cmeHUTb PIN-Ko,
Bpems »u3Hu PIN-Koga Anen, cny! P A va A
nosb3oBaTens.
MakcmmanbHoe Bpems B TeueHune Kakoro BpemeHu (B muHyTax) PIN-koa nonb3osatens bygeT KawmMposaTbea
KawmnposaHua PIN-koaa Ha KOMMblOTEPE, K KOTOPOMY NOACOEANHEH INIEKTPOHHbIM KoY.
Monb3oBaTtenb foMKeH
YcTaHoBKa 3TOro dnaxkka obsxkeT nonb3osaTens cmeHuTb PIN-Kog, nonb3osatens npu
nomeHAaTb PIN-koa npu
nepBOM MUCNOb30BAHUN 3NEKTPOHHOrO KtoYa.
nepeBom Bxogae
YcTaHOBUTL HOBbIW PIN-KoZ, YcTaHoBKa 3TOro $pnaXkka genaeT AOCTYNHbIM nose ana seoAa Hosoro PIN-koaa
agMUHUCTpaTopa aAMUHUCTPATOPA M NoJie ANA NOBTOPHOTO NOATBEPKAEHUA 3TOrO Koaa.
Beeaute 3HaveHue Hosoro PIN-koga agmuHucTpaTopa. Katoy agmmHucTpaTtopa moxet
6bITb:
PIN-K0Z4 agMMHMCTpaTOpa ® 3HaYeHWeMm, COOTBETCTBYHOLLMM YCTAHOBAEHHOMY KayecTBy naponei (CM. KayecTso
PIN-KoAa HusKe);
PIN-KoA ® kato4om 3DES (ecnm yctaHoBneH daaxKok Paspewntb pasbnoKMpoBKy ¢
MCNnosb30BaHMEM MEXaHM3Ma 3anpoc-oTBeT).
agMUHUCTpaTopa
Makc. nonbiTok BBoga PIN- MakcrmanbHO AOMYCTUMOE YMCA0 HEBEPHbIX NocneAoBaTe IbHbIX MONbITOK BBoAa PIN-
KoAa KOAa aAMUHUCTPaTOpa.
Mpw ycTaHoBKe 3TOro dnaxKa nocne MHULMANM3ALMM NOABAAETCA BO3MOXKHOCTb
PaspelwunTb pa3boKMPOBKY C - pa3bIoOKMPOBATb 3EKTPOHHbIV K/OY B YAANEHHOM PEXMME, UCMO/b3YsA MEXaHU3M
MCNO/Ib30BaHMEM MEXaHM3MA | «3anpoc-0TBeT». [l 3Toro Tak:Ke B nose PIN-Kog agmMuHUCTpaTopa Heobxoanmo
3anpoc-oTBeT 3aJaTb 3HayeHue Kkatoya 3DES, KoTopblit byaeT BbINONHATL GyHKLMIO PIN-Koaa
agMuHUCTpaTopa.
Tabauya 21

7. 3apaiTe HacTpoliku KayectBa PIN-kKoga nonb3sosatena n PIN-Ko4a agMUHUCTPATOpPA, HaXKaB Ha
cooTBeTCTBYtoLeN ccbiike Kayecmeo PIN-koda B cekuum PIN-Kog nonb3osartens v PIN-Kop,
aAMUHUCTPATOpPA CoOTBETCTBEHHO (cM. puc. 30). OKHO HacTpoeK KadecTBa PIN-Koaa nonb3oBaTens
BbIFNAAMT cneayowmm obpasom (cm. puc. 31). OnmcaHme HacTpoek KadecTsa PIN-Koga npuseseHo B
Tabanue 22.

\’j Mpu 3a4aHMM HACTPOEK K KayecTBy PIN-KoAa pekomeHAayeTcs caeaytolee:

e 1Ccnonb3oBaTb 6YKBbI NaTUHCKOro andasuTa (abc...z, ABC...Z), umdpbl (123...0) n cneucnmeonsi (~!@#...);
®  MMHMManNbHas aanHa PIN-koga — 6 cumBonos.

8. Haxmute OK, 4uTo6bl COXPaHUTL HACTPOMKM.
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OKHO HacTpoek Kayectsa PIN-koga nonb3osatens
Kauyecreo PIN-koa nonbsosat 5]
Bazoeble HacTpoiku PIN-kKoaa
D Orpanunuyenue pasbnokupoeok ‘l 1 : 1‘
Mun. anuna PIN-koaa ‘ 4 ¢ ‘
Makc. anuna PIN-koaa ‘ 16 : ‘
PaclmpeHHble HacTpoiku PIN-koga
MuH. undpoebix cMMBONOE ‘ 0 e—‘
MuH. ByKBEHHDBIX CUMBONOE ‘ 0 e—‘
MWH. CUMBONOB HWKHErO perncTpa ‘ 0 e_‘
MWuH. CHMBONOB BEPXHErO pErnCcTpa ‘ 0 e_‘
MuH. cneunanbHbIX CUMBOOE ‘ 0 eﬁ‘
Makc. noBTOpOB CUMEBONOE ‘ 16 :_‘
Lo
PucyHok 31

Tabnuuya 22

Cekuums

Hacrpoiika

OnucaHue

BasoBble HacTpolku
PIN-kopa

OrpaHuyeHune pa3baoKMPOBOK

YcTaHOBUTE BNAKOK M YCTAHOBUTE KOIMHECTBO BO3MOXHbIX Pa3b10KMPOBOK
3abnokuposaHHoro PIN-koaa.

MwuH. gavHa PIN-Koaa

MwuHumanbHoe yncno cumeonos B PIN-koze.

Makc. gnvHa PIN-kKoga

MaKcmanbHoe Yncno cumsonos B PIN-Koge.

PacwwupeHHble
HacTpoliku PIN-koaa

MWUH. undpoBbIX CUMBO/IOB

Onpegenset, CKoAbKo UMdPOBLIX CUMBOIOB HEO6X0AMMO MCNo/b30BaThb B PIN-Koge.

MWH. 6yKBEHHbIX CMBO/I0B

Onpegenset, CKoNbKO BYKBEHHbIX CUMBO/I0B HE0bXxoAMMO 1cnonb3oBath B PIN-Koge.

MWH. CMMBO/IOB HUMKHETO
peructpa

OnpegenseT, CKoNbKO BYKBEHHbIX CUMBOJIOB B HUKHEM perncTpe Heobxogmmo
ncnonb3osaTtb B PIN-Koae.

MMWH. cMmBONIOB BEPXHETO
peructpa

OnpegfenseT, CKONbKO BYKBEHHbIX CUMBOJIOB B BEPXHEM PETUCTPE HEO6X0aMMO
ncnonb3osatb B PIN-Kkoae.

MWuH. cneunanbHbIX CMMBONOB

Onpegenset, CKONAbKO cneumanbHblx (He andasuTHO-UUbPOBLIX) CUMBOIOB
HeobxoaMMo ncrnosb3osaTb B PIN-Koge.

Makc. NNoBTOpPOB CMMBONOB

OnpegenseTr MakCMMasibHOe AOMYCTUMOE YMCI0 OAMHAKOBbLIX CUMBOJIOB, UAYLLMUX
noapaa.

Tabnauya 22

9. BblnonHuTe cnepyowme AeACTBMA B 3aBUCUMOCTU OT NPUIOKEHNSA, YCTAHOBIEHHOTO HA 3/1IEKTPOHHOM
Kntoye:
e PKI—nepexoauTe K wary 12 HacToswwen npoueaypbl.
e PKI/BIO — ecnu B none Tun PIN-koga sbi6paHo BIO, PIN uau BIO vau PIN u BIO, HaxxmuTe HacTpoiiku
6unometpun. Nocne HaxKaTua HacTpoikm buomeTpun oTobpasuTca cnepytoee okHo (cm. puc. 32).
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO HacTpoek buomeTpumn

HacT poiikn GnomeT pun ?| Xl
MaKcuMansHOE KOAMYECTED
OTNEYATKOE

MHUHUMANEHOE KAYECTED OTNEYATKE
N0 YMONYZHWNHD ¥
BepoaTHocTE NoxkHOro Aonycka no 110000
ymonuannio (FAR) ’

PucyHok 32

10. BbINOAHWUTb HAacTpPoMKy. OnncaHMe HacTpoek buomeTpum NnpuseaeHo B Tabamue 23.

Tabnuua 23

HacTpoiika

OnucaHue

MakcmanbHoe KonnyecTso
oTne4vyaTKoB

Onpepenser MakcMManbHOE KOJIMYeCTBO OTNeYaTKOB MasibLEeB NoAb30BaTesA, KOTOPOE MOXKHO
COXPaHMTb B NaMATU 31EKTPOHHOTO KAtoda JaCarta (ot 1 4o 10). B KayKaoM KOHKPETHOM Caydae
Nno/ib30BaTeIb CMOKET BblbpaTh, KAKOWM OTNeYaToK Nasbla UCNONb30BaTb.

MuHMManbHOEe pekomeHayemoe 3HayeHue: 2.

MuHMManbHOe KayecTBO oTneyvaTka
no ymondaHuto

Onpep,eMET rPaHU4YHOE 3Ha4YeHne KayecTtea M306pa)KeHVIH. Ecnn kavectBO M306pa)KeHVIH HUXe JaHHOro
3HayeHunA, CoOXpaHeHne OTne4YaTKoB Na/sibues N0/1b30BaTeNA He GYAET npoun3BoaAnNTbCA.

BepoATHOCTb NOXHOTO AonycKa no
ymonuanutio (FAR)

OnpegenseT BepPOATHOCTb JIOXKHOrO A0MNYCKa (T.e. BEPOATHOCTb, C KOTOPOI CUCTEMA CYUTbIBAHUA
OTNEeYaTKOB Na/bLEeB OWMBOYHO ayTeHTUOULMPYET NONb30BaTENSA). BEPOATHOCTL NOXKHOMO AONYCKa
onpeaenseTcs Kak COOTHOLIEHME BO3MOXKHOIO KO/IMYECTBA OWMBOYHOM NAEHTUPUKALUM K Ynucny
NonbITOK ayTeHTUdMKauun. CoOTBETCTBEHHO, BEPOATHOCTb A0/IXKHOMO Aonycka 1:100 Bbiwe, Yem
BEPOATHOCTb IOXKHOrO gonycka 1:1000.

Tabnuua 23

11. Haxmute OK, 4Tobbl COXPaHUTb U3MEHEHMA HAacTpoeK BuomeTpumn.

12. Haxmute OK, 4Tobbl 3aKpbITb OKHO AONOJAHUTENbHbIX HACTPOEK MHULUMANMU3ALUMN.

13. B OKHe MHMUMaNN3aLMn 3NEKTPOHHOIO KAoUYa HaxMuTe BbinonHUTL M NoaTBepauTe cBOM BbiGOp B
oTob6pasuBLUEMCS OKHE NpeaynpexXaeHus.

@ Ecnn Bbl MHULMANM3NPYeETE 3NEKTPOHHbIN KU C NOAAEPKKON BUMOMETpUM cnenyeT pyKOBOACTBOBATLCA
n.n. 8.2.2. Hnymanmsaumsa c bBuomeTpmyeckumm napameTpamu.

14. B cnydae ycnewHow MHMLManmM3aLmm otobpasmTca CooTBeTCTBYIOLLEe cooblieHne — HaxmuTe OK,
yTo6bI 3aKPbITb €rO.

3!16KTp0HHbIl7I K/1l04 MOXXHO nepenatb N0/1b30BaTENIO.

8.2.2. Hnunanunsayma c buomMeTpuyeCcKNMMu napameTpamm

EC/v Bbl MHMUMANMU3NPYETE 31EKTPOHHbIN KN4 C BUOMETPUYECKMMM HACTPOMKaMMK, Yepes HeKoTopoe
BpemsA nocse 3anycka npouecca MHUUMaAM3aummn otobpasmnTca caegyrollee okHo (cm. puc.33).
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EAuHbIN KNneHT JaCarta

JaCarta: ckahmpoBatne _|E||i|

o

BIO Card

OTHeTLTE NEpERI Naney W HaXKMuTe "CraHUpoBaTe'.
O
© o

F.avecTen Rl - BepoATHOCTE nostHOrD I‘I - 10000 j
WEOOpE#EHWA | AONYCKa

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO Bbl60pa nanbua ANnA CKaHNpPOBaHUA

EKEIHEFI OTNEYSTEOE

|BSP&PI_D =l

OrraeHa |

PucyHok 33

1. Ha cxematuyeckom n3obparkeHun nafoHel oTMeTbTe naseL, KOTopbii 6yaeT OTCKAaHUMPOBAH BO Bpems

MHUUMANU3aLNN.

2. MNpu HEOBXOAMMOCTU U3MEHMTE AOMNONHUTENbHbIE NapameTPbl CKaHUpoBaHUA. OnucaHue
AONONHUTENbHbIX NaPaMeTPOB CKaHMPOBaHMA NpuBeAeHo B Tabauue 24.

Tabnuua 24

Hactpoiika

OnucaHue

CkaHep oTneyaTkos

Mcnonb3yembiii ckaHep OTNEYaTKOB NanbLes.

KauyecTBo M306paxeHus

Onpep,enﬂET rPaHU4YHOE 3Ha4YeHne KayecTsa M306pa>Keva. Ecnn kauectBo M306pa)KEHMH HUXe JaHHOro
3HayeHunA, CoOXpaHeHne OTne4YaTkoB Na/sibues N0/1b30BaTeNA He 6y,CI,ET npounsBoaAnNTbCA.

BepOoATHOCTb JIOXKHOTO A0NYyCcKa

Onpegfenset BEPOATHOCTb JIOXKHOIO A0MNYCKa (T.€. BEPOATHOCTb, C KOTOPOW CUCTEMA CUUTLIBAHUA
OTNeYaTKoB NasbLEeB OWMBOYHO ayTEHTUOULMPYET NONb30BaTENSA). BEPOATHOCTb N0XKHOTO JOMYCKa
onpeaenseTcs Kak COOTHOLIEHME BO3MOXKHOIO KO/IMYECTBA OWKUBOYHOM MAEHTUPUKALUM K Ynucny
NonbITOK ayTeHTUdMKauun. COOTBETCTBEHHO, BEPOATHOCTb A0/IXKHOMO Aonycka 1:100 Bbiwe, Yem
BEPOATHOCTb JIOXKHOro gonycka 1:1000.

PekomeHgyemoe 3HayeHue: 1:10000.

Tabauya 24

3.  HaxmuTe CKaHupoBaTb. OTO6pa3mnTCA cnegytoliee okHo (cm. puc. 34).

© 2015, "Anapgamu PO

Crp. 41




EAuHbIN KNneHT JaCarta

4.  byaywmii Bnagenew, 31eKTPOHHOTO K/Ya JO/KEH MPUIOKUTL OTMEUYEHHbIV NaneL, K CKaHepy

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO NepBUYHOrO CYMTbIBAHMA OTNeYaTKa nanabLa

JaCarta: ckaHnpoBaHne _|D|ﬂ

BIO Card

MpunoxuTe naney K ckaHepy

@
KauecTen 5 = BepoATHoCTE nosHoro |1 - 10000 j
HEOOPEKEHHA | aonycka

EKEIHED OTAEMSTHOE
|BSPAPI_D =l

OTtieHa |

OTneYyaTKoB NanbLUeB.

Mocne NepBMYHOrO CYUTLIBAHUA OTNeYaTKa Nanblia oTobpasuTca caeaytollee okHo (cm. puc. 35).

© 2015, "Anapgamu PO

Pe3ynbTaT NnepBMYHOIO CYMTbIBAHMA OTNEYaTKa nanbua

JaCarta: ckannpoBatmne _IEllil

BIO Card

MooHMMKTE Naney

EKBHED OTMENSTEOE
[BSPAPI_D =l

k.avecTen Sl B epoATHOCTE noskHOM O |1 - 10000 j
WIOOPaHEHMA | Lonycka

OraenHa |

1.0

PucyHok 34

PucyHok 35
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

5. Tocne nepBUYHOIO CYUTLIBAHMA OTMEYaTKa NaibLa HEOHX0AMMO CUMTaTh TOT Ke OTNEeYaToK naabua
MOBTOPHO — AR 3TOrO NMOBTOPUTE HEOBXO4MMbIE LArK HACToALLEH NpoLeaypbl.

@ [BYKpPaTHOro CYMTbIBaHWUA OTNEYaTKa NasibLa MOKET 6bITb HEAOCTATOYHO — NOBTOPANTE HeobXoaANMble
Liarm Ao Tex nop, Noka oTneyYyaTok nasnbla He 6yayT CoOXpaHeHbl B NaMATU 31EKTPOHHOrO K/touva.

Mocne ycnewHoro NoBTOPHOMO CYUTLIBAHMA OTMNeYaTKa Nasbla oTobpasunTca cieaytoliee oKHO
(cm. puc. 36).

MpoBepKa KOPPEKTHOCTU CHATUA OTNeYaTKa naabLa

JaCarta: npoBepka gocryna il

BIO Card

MpunoxuTe naney K ckaHepy

“.'l \‘."’

BSP&PI_0 |

PucyHok 36

6. byaywwmin Bnagenew, sNeKTPOHHOIO KAOYa AO/IKEH eLLé pa3 NPUIOKUTb Nanel, K CKaHepy OTNeYaTKoB
nanbLes — 419 NPOBEPKMN KOPPEKTHOCTU COMOCTaBAEHUA CYUTHIBAEMOrO OTNEeYaTKa NasibLa u
oTneyYaTka nasbLa, COXPAaHEHHOTO B MAaMATU 3N1€KTPOHHOTO K/loYa.

7.  Ecnv B HacTpomKax MHULMANM3aumm 6b110 yKa3aHo, YTO B MAMATU SNIEKTPOHHOIO K/toYa HYXKHO
COXPaHWUTb HECKOJ/IbKO OTNEYaTKOB MasibLes, MOBTOPUTE HEObXOAMMbIE LarM HacToALen npoueaypbl
[ONA COXPAaHEHUA UX BCEX.

8. MMpw ycnewHom 3aBepLIeHUN NHULMANU3ALNM OTOBPA3UTCA COOTBETCTBYIOLLEE COOBLLEHNE — HAXKMUTE
OK pna ero 3akpbiTuA.

3HEKTp0HHbIVI K/1l04 MOXXHO nepenaBaTtb NO/b30BaTE/IIO.

8.3. MNMpunoxeHna NOCT n STORAGE

Y7106bl NOATOTOBUTL 3NEKTPOHHbIN K04 K paboTe, BbINOAHUTE Caeaytolme AeACTBUA:

1. 3anyctute EamHbiii KnneHT JaCarta n nepekntounTeCh B PEXMM aMUHUCTPaTOpa.

2. MoAacoeavHUTE HYXHbI 3NEKTPOHHbINM KUY K KOMMbIOTEPY, BblbEepUTE ero B 1€BOW NaHenu
nHtepdeinca EauHoro kaneHTa JaCarta 1 B LLeHTPaIbHOM YaCTM OKHa B 3aBUCMMOCTM OT TOTO, KaKoe
NPUAOXKEHUE YCTaHOB/IEHO Ha KAtoue, BbibepuTe BKAaaKy FOCT nnv STORAGE.

3. Haxmute UHMumanusmposatb. OTobpasunTca cregyrolLee okHo (cm. puc. 37).
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EAuHbIN KNneHT JaCarta

PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO MHULMaNN3aumMmn aINEeKTPOHHOIO KAtoYa

HHALHANHZA WA NPHIOMEHRA
PIM-koa agmuHncTpaTopa

Mrn TokeHa

2%

¥craHoeuTe PIN-koa none3oeatens

Hogriid PIN-kog none3oeatens

| | &

MoareepxaeHne PIN-koaa

& PIM-k0a Nnonb30EaTENA HE 33AaH

ELINOAHWTE 3aKpuITh

PucyHok 37

4.  BbINOJHWUTb HAacTPOMKY. ONMcaHMe HACTPOEK MHMLIMANM3ALLUM SNEKTPOHHOTO KNtoYa NPUBeAEeHO B

Tabnuue 25.
Tabnuua 25
HacTpoiika OnucaHue

PIN-Kog agmuHucTpaTopa

BseauTe B 3TOM none Tekywwmin PIN-kog agmuHucTpatopa (cm. 1.3.1. MapameTpbl 31EKTPOHHbIX K/OYei
npu NocTaBke).

Mma TokeHa

BeeauTte 3HaueHue, KOToOpoe CTaHeT MeTKoM UHUUMANU3SNPYEMOTO NPUNOKEHUA.

YcraHoBuTb PIN-KO4 nonb3osaTens

e Ecnu Bbl MHMUManusupyeTe npunoxkerHne FOCT — ycTaHoBUTE Gnakok, ecnm xotute 3aaatb PIN-koa
no/ab3oBaTeNA Ha 3Tane MHULMAAM3aLMN. Bbl TakKe MoXKeTe CHATb GNaxoK, ecam xotute 3agatb PIN-
KO, No/1b30BaTeNA NO3Xe.

® Ecnu Bbl MHULManu3mpyeTe npunokeHne STOPRAGE - npunoskeHne STOPRAGE He MOXeT bbiTb
MHUUManu3nposaHo 6e3 PIN-koaa nonb3oBaTens, N03TOMY OCTaBbTe G1aXKOK YCTaHOBIEHHbIM.

Hosbiv PIN-Kog nosb3oBatens

BseauTe HoBoe 3HayeHue PIN-kKoga nonb3osatens. (Mone akTUBHO, TONIbKO €CNKN YCTaHOBEH GaXkKoK
YcraHosutb PIN-Kog, nonb3oBartens.)

MNopreepxkaeHue PIN-koaa

BeeauTe noaTBEPKAEHUE HOBOTO 3HaYeHUs PIN-koga nonb3osatens. (Mone akTMBHO, TONbKO ecau
ycTaHoBneH dnaxok YcraHoButb PIN-Kog nonb3osatens.)

Tabnuya 25

5.  HaxmuTe BbINOAHUTb M NOATBEPANTE CBOI BbIBOP B OKHE C Npeaynpexaaowmm coobLeHnem.
6. MNpwu ycnewHomn MHUUMaNM3aLMM OTOBPA3UTCA COOTBETCTBYIOLLEE coobLieHne — HaxkmuTe OK, uTo6bl

3aKpbITb €ro.
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

9. YcTaHoBKa (cMeHa) PIN-Koaa
nonb3oBaTtenA agMUHUCTPATOPOM

[N HEKOTOPbIX NPUNOXKEHUA aJMUHUCTPATOP MOXKeT 3a4aTb PIN-Koz nonb3osaTtens, ecam PIN-Kkog,
nosb3oBaTenA He 6bln Ha3HAYeH BO BPEMSA UHULMAAN3aALMU. TaKKe, aAMUHUCTPATOP MOXKET CMEHUTD
Tekywmin PIN-Koa nonb3oBatens. MogpobHee cm. «1.3.1. MapameTpbl 3NEKTPOHHbIX K/HOYEN NPU NOCTaBKe»
1 «1.3.2. Onepaumn c INEKTPOHHbBIMM KAKOHAMU».

[na yctaHoBKM nnm cmeHbl PIN-Koaa nosb3osaTens afMUMHUCTPATOPOM 3/1EKTPOHHOTO K/to4a HeobxoamMmo,
4yTObbI Ha 3TOM 3N1EKTPOHHOM K/toye Bbin ycTaHoBneH PIN-Kog agmuHUcTpaTopa.

/'\. BHumaHue!

Mocne BBepeHMA HenpasuabHoro PIN-Koga agMMHUCTpaTOpa HECKOIbKO Pa3 NOAPAL 3/IEKTPOHHbIN KoY
6nokupyeTca. He aonyckalite 610KkMpoBKM PIN-Koga agMMHUCTPATOpPa Ha 3/IEKTPOHHbIX Katodax JaCarta.
PIN-kog agmuHucTpaTopa, B oTinumne oT PIN-Koga nonb3oBaTens, pa3biokMpoBaTb HEBO3MOXKHO.

&

{,} B cnyyae 610KMPOBKM 3NEKTPOHHOTO K/toYa NOC/ie HeNpPaBWIbHOrO BBegeHUs PIN- Koga agmmHuUcTpaTopa
3NEKTPOHHbIN KAtoY pa3boKMpoBaTb He/b3s. B 3TOM clydyae MOXKHO 06paTUTLCA B TEXMOAAEPHKKY U
nepenHULMann3NPoBaTb SIEKTPOHHbIN K/tOY, HO C MOTEPEeN BCEX AaHHbIX, XPAHALLMXCA HA HEM.

@ 3afaHHOE KO/IMYEeCTBO NONbITOK BBOoAA PIN-Koga agMMHUCTPATOPa, a TaKyKe OCTaBLUEecA KO/MYecTBO
NOMbITOK MOHO Y3HaTb 3anycTne EAnHbIN KameHT JaCarta nepeitgna Ha BKNaaky MHGopmauma o ToKeHe 1
KAMKHYB cCbinky MonHasa undopmaums....

Y1066l cMeHUTb PIN-KOA Nosib30BaTeNs, BbINOJHUTE CAeaytolme AeiCTBUSA:

1. TMoacoeayHWUTE 3NEKTPOHHDIN KoY, Ha KOTOPOM HEOBXOAMMO YCTaHOBUTb/CcMeHUTb PIN-Ko4,
Nno/ib30BaTeNA K KOMNblOTEPY, 3anycTute EguHbIN KaneHT JaCarta v nepenanTte B pexxnm
agMUHUCTpaTOopa.

2. B neBoit naHenu EguHoro knneHta JaCarta Bbi6epuTe HyXKHbIN 3NEKTPOHHbIN KAOY U B LEHTPaIbHOM
4acTu OKHa BblbepuTe BKNAAKY, COOTBETCTBYIOLLYIO NPUNONKEHUIO, 419 KOTOPOro HeobxoaMmo
Ha3HaunTb (cmeHUTb) PIN-KoA nonb3oBaTens.

3.  HaxmuTte YcraHoBuTb PIN-KOoA nonb3osatens. OTobpa3unTcs cneaytoliee okHo (cm. puc.38).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

OKHo ycTaHoBKM PIN-Koaa nonb3oBatensa

Ycranoska PIN-kofa nonb3osatens 2=

Tekywymit PIN-kog agrauHncTpatopa

| &b

Hoeei PIN-kog nonsscearena

| &b

Moareepxgenve PIN-koga

PIM-k04 HE MOMET BbITh MyCTBIM.

& Hogewii PIN-kog He 3aaaH

ELINOAHWTE 3aKpLITL

PucyHok 38

4. B none Tekywmii PIN-Koa agmuHucTpaTopa seeanTe Tekywmii PIN-Kog agmuHucTpaTopa.

5. B nonsx Hosbiit PIN-koa nonb3oBatens u MoareepkaeHue PIN-koaa BeegmTe HOBbIM PIN-Kog,
nosb3oBaTena U NoATBepPKAeHWe COOTBETCTBEHHO.

6. Haxmwute BbInONHUTb.

7. Npwv ycnewHoi yctaHoBke HoBoro PIN-Koaa nosb3oBaTensa oTobpasnTca COOTBETCTBYOLLEE
coobuieHune, HaxkmnTe OK, 4TObbI 3aKPbITb €rO.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

10. Pa3zbnoknposKa PIN-Koga nonb3oBaTens
(B NpUCYTCTBUN aAMUHUCTPATOPA)

Ecan nonb3osaTtenib NpeBbICUA MaKCMManbHOE AO0NYCTUMOE YACA0 NOC/e0BaTeIbHbIX HEBEPHbIX MOMbITOK
BBoAa PIN-koaa nonb3osaTens, To PIN-kog nonb3osatens 6n1okupyetca. Mpoueaypa pazbaoknposkm PIN-
KOAa No/sib30BaTeNA pas/iMyaeTca B 3aBUCMMOCTM OT MPUIOMKEHUA, YCTAHOBIEHHOrO B MaMATb
9/1eKTPOHHOrO K/ltova:

e PKI u PKI/BIO — nocne pa3bnoKMpoBKM agMUHUCTPATOP SONKEH YCTAaHOBUTb HOBbIM PIN-Ko4
nosab3osarens.

e [OCT n STORAGE — pa3b1oKnpoBKa 06HyNAET CYETUMK HEBEPHDBIX MOMbITOK A0CTyna, 3HayeHue PIN-Koaa
No/ab30BaTeNA OCTAETCA NPEXHUM.

10.1. NpunoxeHna PKI n PKI/BIO

Y7066l pazbiokmposath PIN-Ko4 nonb3oBaTens, BbINOJHUTE Ceaytolme 4eUCTBUA:

1. MNoacoeAnHUTE 3NEKTPOHHbIN KoY, Ha KOTOpOM HeobxoamMmo pa3bnokmposaTb PIN-Kog,
nosib3oBaTena, K KOMNbLOTEPY.

2. 3anyctute EguHbiii kKAneHT JaCarta n nepengute B pexMm agMuMHUCTpaTopa.

3. B neBoi naHenu EguHoro kaneHTa JaCarta BbibepuTe HyKHbIN 31IEKTPOHHbIN KAOY U B LEHTPA/IbHOM
YacTu B 3aBUCMMOCTM OT YCTAHOBJIEHHOTO B MaMATU 3/1IEKTPOHHOTO K/1t04a NPUIOXKEHNA OKHA
Bbl6epuTte BKknagky PKI nnm PKI/BIO.

4.  Ecnm PIN-Koa nonb3oBaTtens 3abnokupoBaH, byaet otobparkatbea 3Ha4oK Pasbnokuposatb PIN-Kog,
nonb3oBaTtensa (cm. puc. 39).

3HauokK pasbnoknposatb PIN-koa nosb3osaTena

Enmubiit knnenT JaCarta

EauHbia knneHT JaCarta

JaCarta#0B53000130496

JaCarta#0B5 30496966 VHpopMaUmna o TOKeHe ‘ PKI |

Onepauyi C NPUACKEHUEM

PazBnokuporats PIN-
KO NONbL30EATENS,

mCMEHMTh PIM-koa
BAMUHWCTRATePE. .

PucyHok 39

5.  HaxmuTte Pa3bnokuposatb PIN-Koa nonb3oBatena. OTobpasuTca cnepytoliee okHo (cm. puc. 40).

B none Tekywui PIN-Kog agmuHUCTpaTOpa BBeAWTe Tekywwmi PIN-Kog agMuHKUCTpaTopa.

7. B nonsx Hosbiit PIN-koa nonb3oBatens u Moareep:aeHue PIN-koaa BeeguTe HOBbIM PIN-Kog,
nosb3oBaTena u NOATBEPXKAEHNE COOTBETCTBEHHO, NOC/1e Yero HaXxXMuTe BbInOAHUTD.

8. Mpw ycnewHoi pa3baoknpoBKe 1 HasHayeHun Hosoro PIN-Koaa nonb3oBaTena oTobpasunTcs
cooTBeTCTBYloLWee coobueHne — Haxkmute OK, uTobbl 3aKpbITb €ro.

o
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EAuHbIN KNneHT JaCarta

Pazbnokuposka PIN-KoOa NoNbZ0BaATENA ﬂﬂ

PyKOBOACTBO aAMUHUCTpaTOPa

OKHoO pasbnokunposku PIN-Koza nonb3oBaTens

Tekywymit PIN-kog agrauHncTpatopa

| &b

Hogeir PIN-koa nons3oeatenn

MoareepaeHne PIN-koga

PIM-kog He MoXET BbITe MycTBIM.

/L\, Hoewi PIN-kog He 3agaH

EBINOAHNTE 3aKpbITh

Mocne nponsseaeHHbIX AEVICTBMVI 3REKTp0HHbII7'I K/1l04 MOXXHO nepeaasaTb NOJ/Ib30BaTEO.

10.2. MpunoxeHna NOCT n STORAGE

Y706bI pazbiokmposatb PIN-Ko4 nonb3oBaTens, BbINOJHUTE Ceaytolme 4eUCTBUA:

1. MNoacoeAnHUTE 3NEKTPOHHbIN K/KOY, Ha KOTOpPOM Heobxoanmo pa3bnokmposaTb PIN-Kog,

noNb30BaTeIA, K KOMNbIOTEPY.

2. 3anyctute EguHbii KnneHT JaCarta n nepenante B peXXum agMUHUCTpaTopa.
3. B neBoi naHenu EguHoro kaneHTa JaCarta Bbl6epuTe HyKHbIN 31EKTPOHHbIN KAHOY U B LEHTPA/IbHOM

4aCT B 3aBUCMMOCTU OT YCTAHOBNEHHOIO B MaMATU SN1EKTPOHHOTO K/1l04a NPUNOXKEHNUA OKHa

BbibepuTe BKAaaKy FOCT nav STORAGE.

1.0

PucyHok 40

Ecnu PIN-Kog nonb3oBaTens 3abnokuposaH, byaet otobpaskaTbca 3Ha4oK Pasbaokuposatb PIN-Kop,

nonb3osatena (cm. puc. 41).

3HauyoK pasbioknposku PIN-Koga nonb3oBaTens

Equuuiit kment JaCarta

EauvHbit KnneHT JaCarta

PKI TOCT

MHGopMaLna o TOKEHE | PKI ‘ rocTt

Onepauri € NPUNOXKEHUEM

oy n{ CraeHuTs PIN-Kkog
® AAMUHWCTPATOPA. .

PazBnoknpoeate PIN-

Q WMuuynanuinposark...

PucyHok 41

4. Haxmute Pa3bnokuposatb PIN-Kopg nonb3osatena. Oto6pasutca cneayloliee okHo (cm. puc. 42).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

OKHoO pasbnokunposku PIN-Koza nonb3oBaTens

Pazbnokuposka PIN-KoOa NONbZ0BATE ﬂﬂ

Tekywymit PIN-kog agrauHncTpatopa

| &b

PIM-k04 HE MOMET BbITh MyCTBIM.

EBINOAHNTE 3aKpbITh

PucyHok 42

5. B none Tekywuit PIN-koa agmuHuctpaTopa seeauTe Tekywmnii PIN-Kog agMUHUCTpaTopa, Noc/e Yero
HaXXMmuTe BbINOAHUTD.

@ Mpu pasbnokuposke PIN-koga nonb3osaTens cbpacbiBaeTcs CHETYMK HEBEPHbBIX NONbITOK BBoAa PIN-Koaa
nosab3oBaTesnda, Npu 3ToM camo 3HavyeHue PIN-koaa nonb3oBaTena ocTaérca HemameHHbIM. Mpu
HeobxoAMMOCTU N3MeHUTb 3HaYeHne PIN-Koga nonb3oBaTesis BOCNO/Ib3yNTECh NPOLLeAypoi
MHUUMANAN3aLNM.

6. Mpw ycnewHoi pazbnokuposke PIN-Koaa nonb3oBaTena oTobpasunTca cooTBeTcTBylOlWee coobueHmne
— HaxkmuTe OK, uTobbI 3aKpbITh €rOo.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

11. Pa3zbnoknposKa PIN-Koga nonb3oBaTens
(B yOANEHHOM pexunme)

Pa3bnokunposka PIN-kKoga nonb3osaTens B yAaIEHHOM peXXUMe JOCTYMHA TONIbKO /15 3/IEKTPOHHbIX
Ktouen ¢ npunoxkenusamm PKI v PKI/BIO (nogpobHee cm. 1.3.1. MapameTpbl 3N1EKTPOHHbIX KAtouel npu
nocTtaBke).

[na BO3MOXKHOCTH pa36}'IOKMp0BKM 3N1eKTPOHHOTO K/toYa B YAANIEHHOM peXume:

e Heobxoaumo, 4To6bl B OpraHm3aLmm 6bina ycTaHOBAEHA CUCTEMA YYETA U YNPABAEHNA annapaTHbIX
CpeacTB ayTeHTUdMKaLMKN; B HACTOALLEM AOKYMEHTE ANA Npumepa byaeT ncnosib3oBaTbcA cUCTEMA
JaCarta Management System (nogpo6Hee cm. gokymeHT [JaCarta Management System. PykoBoacTBo
aaAmuHUcTpaTopal);

®  ec/I1 UCNOoJb3YHOTCA 3/1eKTPOHHbIe Katouun eToken n JaCarta PKI c dyHKumnen obpaTHOM COBMECTUMOCTH C
NPoAYKTamMM KoMNaHUM AnagamH, Heob6xoaMmo, YTobbl OHM BbIIM MHULMANIM3UPOBAHLI C 334aHHbBIM
PIN-kogom agMmunHUCTpaTopa;

®  eC/IM UCMO/b3YIOTCA 3N1EKTPOHHbIE Katoum JaCarta, Heobxoanmo, Ytobbl B Kavectse PIN-koga
aAMUHUCTPaTOpa NPV MHULMANM3auuKn 6bin 3a4aH Katod 3DES (cm. pasgen 8. MHuumnanusaums
3/IEKTPOHHbIX KAtoYei).

YT06bI pazbiokmposatb PIN-Ko4 noab3oBaTens B yaanEHHOM PeXUME, BbINOAHUTE Caeaylolme AeACTBUA:

1. TpOMHCTPYKTMpPYITE Noab3oBaTena (Hanpumep, No TenedpoHy) NOAKAOUYNUTL SNEKTPOHHBIN KAOY C
3a610knpoBaHHbIM PIN-KOAOM NONb30BaTENA K KOMMbIOTEPY M 3anycTUTb EAMHBIN KaneHT JaCarta.

OkHo EguHoro knverTa JaCarta Ha s3KkpaHe nosib3oBaTena 6yAeT BbIrALETb Cleayowmm obpasom
(cm. puc.43).

OKHO C 3a6ﬂOKMDOBaHHbIM PIN-KoLOM nonb3oBaTens B pexmme nosb3osatens

Enunbiii knuenT JaCarta I ] |

EannHbin knneHT JaCarta AnagauH)™

NMonb3soBarens JMS

Monezoeatents JMS

Hazsanwne JaCarta PKI

Mpunoxesna PKI - 2afn0KMPOEAHO
BesonacHeIl docmyn K pecypoam

Homep mogenn JaCarta PKI (Laser) Generic
Hazoeume 3mom HoMER Npu oBPALUEHLL 8 MEXHLIYECKYHD
noddepxiy:

PucyHok 43
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa

1.0

2. Monb3oBaTenb JOMKEH HaXaTb PaBGnOKMpOBaTb. Ha akpaHe nosb3osaTens 0T06pa3MTCH cnepywouiee

OKHO (cm. puc.44).
OkHo 3agaHuA Hosoro PIN-Koga nonb3oBaTena

Pazbnoknpoexa PIN-koQa none30BaTe 2x|

Terymis PIN-kog aaMuHucTpatopa

| | &

Hoeei PIN-kog nonsscearena

| | &b

Moareepxgenve PIN-koga

PIM-k04 HE MOMET BbITh MyCTBIM.

EBINOAHNTE 3aKpbITh

PucyHok 44

3. B nonsx Hosbi# PIN-koa nonb3oBatens u MoareepkaeHue PIN-Koaa nonb3oBaTenb JOMKEH BBECTU

HoBOe 3Ha4veHue PIN-Koaa nosb3oBaTena U NOATBEPKAEHUE COOTBETCTBEHHO, NOC/e Yero

No/sb30BaTeNb AO/IKEH HaXKaTb BbINONAHUTb. Ha sKpaHe nonb3oBaTtena 0T06pa3MTCF| cneayrwouiee oKHO

(cm. puc. 45).

OKHoO 3anpoc/oTseT

Beegure oTeET gnA:

MNonezceatent JIMS

3anpoc ‘ EF219CEBAC01D7594 ‘

Oteer ‘ ‘

OTmena

Ocranoce nonemok: 7

4. Tonb3oBaTenb AOMKEH NPOAMKTOBATb aAMUHUCTPATOPY OTOBPaXKaloLWMICcA Ko 3anpoca.

PucyHok 45

5.  AgMuHUCTpaTop, Ucnosb3ysa nHtepderic KoHconun ynpasneHunsa JMS f0/1KeH OTKPbITb OKHO YAaNEHHOM

pa3bnoKMpPoBKM (CM. puc. 46).

OKHO KOHCONM ynpasaenua JMS
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EpuHbIi KavenT JaCarta PYKOBOACTBO agMUHUCTpaTOpa 1.0
Koucone ynpasnenna JMS (TEST\al)
AefcTemA
- -= CeolAcTBa -- ue OTo3BaTH
- B X Yaanute 4 i SAMEHMTE
MMnopT  SapermcTpuposate Hasxaverne OTKNOHHTE Epenernas Moy
NOAKEOHEHHEIN CbHosuTs x Bnoraposra ™
f{?‘ Mons3osaTent v Q 'é"
g
Mogenb Ma... = Bnag.. Metka N2kKo... N2CK.. NeC3u i -
;’.| Paboume cTassm v Yaanexsan =
p— g JaCar... 002D7... al Nons3... | pasbnospoeka
P Kniouestie HOOATENN A i . -y
Hoen
o e MeTk3
KntoueBbie HOCHT EMH Mopey
Monuo
e, Mpodwinst v Hamnme
- Homep|
0N 308ATENM L] v
-« npa Homep)
..:J i » Homep
Homep
n HypHans: v Oara
L:_J HacTpoiiss e Crp. 1 Mzl [(MokasbiBateno 25 - Texywed
PucyHok 46
OKHO yaanéHHol pa3bioKMpoBKM ByaeT BbIrNageTb cneayowmm obpasom (cm. puc. 47).
OKHO yaaneHHo pa3bnoKMpPoBKU
YaaneHHan pasbaoKMpoOBKa -
MHGOPMALWA O KIKYEBOM HOCUTENE
. WaeHTUbMKaTOp: 0020 794F
of
T— Mopens: JaCarta PKI
MeTka: MonesosaTens JMS
Branenew: al
CraTyc: WecnonesyeToa
3anpoc
3anpoc: | BCTaEMTL M3 Aydepa
BEEAWTE TEKCT 3aNpoca, NONYYEHHOro 0T NONb30BATENS,
reHepuposaTte OTEET
leHepauma OTeeTa
OTBET: CKONMpoBaTE B Bydep
MepenaliTe NoNbIOBATEMD CTPOKY C OTEETOM 1AW
ckonupwiTe B Dythep ofiMeHa AnA NepenaYm cpeacTBamM1
SNEKTPOHHOMA NOYTEL
oK
PucyHok 47

6.

Yyero HaxaTb creHepuposaTtb OTBeT.

Koa oTBeTa oTobpasnTcs B COOTBETCTBYIOLWEM Nose (cm. puc. 48).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

OKHO yaaneHHow pa3bNoKMPOBKM C KOAOM OTBETA

Yapanenuan pasbnokvpoeka -

MHDOpMALMA O KNOYEEOM HOCMTENe

WoeHTudukaTop: 0020794F

.
— Mogene: JaCarta PKI
MeTrka: MonbsoeaTtens IMS
Bnanenew; al
Craryc: Mnonesyetca
3anpoc
3anpoc; EF219CE4C01D 7594 BCTABMTE M3 Aydepa

BeeawTe TEKCT 3anpoca, NoNYYeHHOro oT NoNe30EaTEnA.

reHepypoBaTe OTEET

MeHepawsn OTEETA

OTEET: 1471781C583442E0 CKONMDOBATE B Bythen

MepenaiTe NONbI0BATENKD CTROKY C OTEETOM MW
CKOMWpWATE B Byhep ofMEHE ANA NEpeNEYM CPEACTESMM
3NEKTPOHHOM NaYThI.

PucyHok 48

7. ApMUHWCTpATOpP AOJ/IKEH NPOAMKTOBATb NONb30BATENIO KO, OTBETA.
8. lonb3oBaTenb AONXKEH BBECTU KOJ, OTBETAa B COOTBETCTBYHOLWEM NnoJie (cM. puc. 49) n noaTeepauTb
BBOA, Ha)XaTnem KHonku OK.

OKHO 3aI'IpOC/0TBET C BBE€4EHHbIM KOOOM OTBETA

BeegnTe oTeET gnn:

Monezoeatens JMS
Janpoc | EF219CEB4CO1DT594A |
Creer | 1471781 C583442E0 |

OcTanoce nonemowk: 7

PucyHok 49

Ecnv Kog oteeTa 6bin BBEAEH BEPHO, HA IKPaHe No/b30BaTeNs oTobpasuTca cneayolee cooblieHne
(cm. puc. 50).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO yCneLwHo BbINONHEHHOW Pa3baoOKMPOBKM

| yonewno

@ Dnepauuu BEbIMONHEHA YCNELLHD.

PucyHok 50
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

12.

CmMeHa PIN-Koga agMUHUCTPATOPA

PIN-Kog, afAMUHUCTPATOPA MOXKET ObITb YCTAHOB/IEH HE BO BCEX MPU/OKEHUAX B MAMATU 3/1EKTPOHHbIX
Kntouel. MogpobHee cm. «1.3.1. MapameTpbl SNEKTPOHHbBIX KAKOYEN MPU NOCTABKE».

BHuMaHMe!

Mocne BBegeHUA HenpasuabHoro PIN-KoAa agMUHUCTPATOPa HECKONbKO Pa3 NoAPAL 3/1IEKTPOHHbIN KoY
6nokupyeTca. He ponyckarite 610kMpoBKM PIN-Koga agMUHUCTPATOPA HA 3NEKTPOHHbIX Katoyax JaCarta.
PIN-Kog, agmuHUCTpaTopa, B oT/iMdmne oT PIN-Kkoza nonb3oBaTens, pa3baokMpoBaTb HEBO3MOXKHO.

B cnyyae 6/'IOKVIpOBKVI 3/1IEKTPOHHOTO K/KYa Nocae HenpaBuabHOro eeeaeHna PIN- Koga agmuHucTpaTopa
3I'IEKTpOHHbIl‘;I KoY pa36l’|0KMpOBaTb Henb3A. B aTom cnyvyae MoXKHO 06paTVITbC$| B TEXnoaaep Ky n
nepenHnunann3npoBaTb QIIEKTpOHHbIﬁ K/Il0Y, HO C n0Tepe171 BCeX OaHHbIX, XpaHALWMNXCA Ha HEM.

3agaHHoOe KonmyecTso nonbiTok BBoAa PIN-Koga agMUHUCTPATOpPa, @ TaK¥Ke OCTaBLueeca KOIMYeCcTBO
NonbITOK MOXHO y3HaTb 3anycTuB EanHbIN KnneHT JaCarta nepeinana Ha Bknaaky MHpopmauma o TokeHe U
K/IMKHYB cCbinKy MoaHaa nuipopmaums....

Y106bl cMeHUTb PIN-KOZa aAMMHUCTPATOpPa, BbINOAHUTE CAeayloline AehCTBUA:

1. NopcoeamHUTE 31EKTPOHHbIN K/tOY, HA KOTOPOM HEOBX0AMMO cmeHUTb PIN-Kog agMUHUCTPATOpPa, K
KomnbioTepy.

2. 3anyctute EguHbIn KnneHT JaCarta u nepenguTe B peXXMM agMUHUCTpaTopa.

3. B neBoi naHenu EguHoro kaneHTa JaCarta BbibepuTe HyKHbIN 31EKTPOHHbIN KAHOY U B LEHTPA/IbHOM
YacTu OKHa BblbepuTe BKAAAKY, COOTBETCTBYIOLLYIO MPUNONKEHUIO, AN KOTOPOro HeobxoanMmo
nameHntb PIN-Ko4 agMuHUCTpaTOpa.

4. Haxmute CmeHuTb PIN-KOA agmuHucTpaTopa. OTobpasunTca cieaylollee oKHo (cm. puc. 51).

OKHO cmeHbl PIN-Koga agmuHucTpatopa

Cmena PIN-kofa ajMMHKCT paTopa 2=

Tekywymit PIN-kog agrauHncTpatopa

| &

Hoewii PIN-kog agmuHncTpatopa

| &

Moareepxgenve PIN-koga

& Hoewi PIN-kog He 3agaH

PucyHok 51
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5. B none Tekywwuit PIN-koa agmuHucTpaTopa seeaute Tekywmii PIN-kKog agmuHucTpaTopa.

6. B nonsx Hosbiit PIN-nog agpmuHuctpatopa v NMoareepkaeHue PIN-koaa BeeguTe HOBbIM PIN-Kop,
AAMUHNCTPATOPa M NOATBEPKAEHME COOTBETCTBEHHO.

7. HaxXmute BbINOAHUTD.

8. Mpw ycnewHoi cmeHe PIN-Koga oTobpasutca cooTBeTcTBytOLEee coobuieHne — HaxkmuTe OK, uTobbl
3aKpbITb ero.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

13. Co3gaHune 3anpoca Ha cepTUPUKaT

Y106bI CO34aTh 3aMpPOC Ha CepTUPMKAT, BbINONHUTE Cledylolme AelcTBuA:

1. lMoacoeAnHUTE INEKTPOHHbIN KUY K KOMMbIOTEPY.
2. 3anyctute EguHbin KnneHT JaCarta, B neBon naHenu EanHoro kaneHTa JaCarta BbibepuTe HyKHbIN
3NEKTPOHHbIN KNHOY U NepenauTe B peXKMM agMUHUCTPATOpa
3. B ueHTpanbHOM YacTh OKHa BblibepuTe BKAAAKY, COOTBETCTBYIOLLYIO MPUNONKEHUIO, ANA KOTOPOTrO
HeobXxoAMMO c034aTb 3aMpocC Ha cepTudMKaT, oTobpasunTca creaytollee okHo (cm. puc. 52).

OKHO EanHbIi KnneHT JaCarta B pexkume agMmMHUCTpPaTopa Ha BKAagKe TOCT

JaCarta FOCT 2

* Hacrpouku

MMepeknioYnUTLCa B PEXUM

{4) NoAb30Barens

EanHbIA KNneHT JaCarta

JaCarta NOCT 2

MHdopmauwa o Tokene / FOCT \

=lolx|

Anaqgun)”

1.0

Onepauun ¢ NpunoXeHueM

Mposeputs %Cmemma PIN-koa %Ycranoamh PUK-
UENOCTHOCTb. .. 2AMWHWUCTPATOPA. .

(0
Q WHnumannsnposars... L{; as

= Co3patb 3anpoc Ha
. cepTudukar...

Kntouu 1 cepTudukarsi

Obvekmsbl He HalideHbl

B cnucke omobpaxaromca moseko obwedocmynHele 06bekmel.
[na npocMompa ecex 06bekmoe U pedaKkmupoeaHus COOEpXUMO20
Heobxodumo eeecmu PIN-x00 nofb308amens.

Beectu PIN-kog

4. Haxmute Co3aaTtb 3anpoc Ha cepTudUKar.... OTobpasuTca cnegytouiee okHo (cm. puc. 53).

© 2015, "Anapgamu PO

OkHo BBeguTe PIN-Kog nonb3oBatens

x
Beeawte PIN-koa nonbsoeatens

[ | Bl %
PIN-Kkoa HE MOXKET BbiTh NYCTLIM.

PucyHok 52

PucyHok 53
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

5. BeeauTte PIN-Koa nonb3osatens n Haxmute OK. OTobpasunTca cnepytowiee okHo (CM. puc. 54).

OKHO co3gaHuA 3anpoca Ha cepTuduKat

Cospanne 3anpoca Ha ceprudmukar 3 x|

Wma “ ‘

& Mone 'Nma' 0BasatensHo gnA 3anoAHEHNA

Wcnonbzceanue knoya

Undposas noanucs

HeoTkasyeMocTb

LndposaHme Knouei

LndbpoBaHie AaHHbIX

[] Cornacosarue knioqeit

[] Noanuceisarmie cepTudmkaTa c NoMOWLIO KtOYa
[] Noanuceisarmie cmcka oT3biBa cepTMOMKATOS
[] Tonexko wndposarme

[J Tonbko pacumdposarme

—Kntoyesan napa

Tun knto4esoil napbi ’ RSA

Pasmep kntoua \ 1024

PucyHok 54

6. BseauTe ums 3anpoca, Bbibepute Heobxoaumbie onumm B nosie Ucnonb3osaHue KAKoUa, Nnocsie Yero
HaXXMUTE KHOMKY [@ENENN. OTO6pa3unTca cneaytolee okHo (cm. puc. 55).

OKHO coxpaHeHuA 3anpoca

X
File name: I ri .'_l
Save as type: |3anpocb| Ha ceptudmkaT(*.p10) _V_I
¥ Browse Folders Save Cancel I
4
PucyHok 55

7. BseauTe ums daiina 4Ns coxpaHeHua 3anpoca, BbibepuTe GopmaT COXpaHeHUA U3 pacKpblBatoLeroca
CnucKa u HaxkmuTe Save (CoxpaHuTtb). OTobpasnTca cieaytollee oKHO (cm. puc. 56).

OKHO COO6LI.I,E‘HMH O CO34aHHOM 3anpoce Ha CepTM(I)VIKaT

Cospanne sanpoca Ha ceprudukar 5]

3anpoc Ha cepTudukaT Ha uma ‘requestl
CO3A3H W COXpaHeH B daitn:
'C:/Users/admin_test/Documents/rl.pl0' CKONMpOBaTh

3aKpbIThb

OTKpLITL Katanor

PucyHok 56

© 2015, "AnapauH P.A." Crtp. 58



EAuHbIN KNneHT JaCarta PykoBoACTBO aAMUHUCTPATOpPa 1.0

8. Ecnn xotute ybeamuTbea, UTO 3anpoc Ha cepTUdUKAT coxpaHeH B dalin 1 NnepenTn B KaTanor ¢
COXPaHEHHbIM 3aMPOCOM Ha CepTUPMKAT — HaXKMUTE .

9. Ecau xoTuTe CKONMpPOBaTb COAEPKMMOE 3anpoca B bydep obmeHa — HaxkmuTe . 3anpoc
KonupyeTca B O4HY CTpokKy 6e3 Teros.

10. Ha>+<MMTep,nf| 3aBepLieHuns.
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14. Onepaunn c 06beKkTaMn B NaMATU
3NEeKTPOHHbIX Ko4yeun

L9 BbINONHEHWA onepaunin ¢ 0b6beKkTamu (KtoYeBbiMU KOHTeMHepamu, LMdpoBbIMU cepTUdUKaTaMmu) B
NamsATU 3NEKTPOHHbBIX KtoYen Heobxoanmo npeabasaatb PIN-koa nonb3osatens. UckatoueHune
COCTaBAAIOT 3/IEKTPOHHbIE KAOUM € npuaoxeHnem OKH.

CeeaeHuna 06 onepaymax c 06 beKTamm B NaMATU 3/1EKTPOHHbIX K/kouYel npusBeneHbl B 4OKYMeHTe [EQuHbIl
KknueHm JaCarta. PykoeoO0cmeo nosav3osamens).
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15. BbINyCK 3N1eKTPOHHbIX KNOYen Ha
npuMepe yaocToBepAloLLero LeHTpa
Microsoft Windows

Mpoueaypa BbINyCKa 3/1EKTPOHHOTO K/lO4a Ha Npumepe yaoctosepsaAtowero ueHTpa Microsoft Windows
npeagycmaTpusaeT NoAroToBKy WabaoHOB cepTUdMKATOB, YCTAaHOBKY CEpTUPUKATOB U BbIMYCK
371eKTPOHHOTO KAtoYa.

B npuBeaeHHOM HUXKe ONMCAHMM PAacCMOTPEHA Npoueaypa BbliMyCKa SNEKTPOHHOIO KAo4Ya € NPUNOKEHUEM
PKI B onepaumoHHbIix cuctemax Windows7/Server 2008/Server 2012 ¢ ycTaHOBAEHHbIMU CAYXXBamu
Microsoft Windows (AD DS u AD CS).

Mpoueaypa BKAOYAET caeaytoLme sTanbl:

1. MoproTtoBKa Waba0HOB cEPTUPUKATOB:

1.1. WabnoH ceptudmKaTa AreHT permcTpauum — 418 aAMMHUCTPaTopa, KoTopbin byaeT oTBeYaTb 3a
BbIMYCK 3/IEKTPOHHbIX KtOYel.

1.2. WabnoH ceptudumkaTta Monb3oBaTenb cO CMaPT-KapTOi — cepTUdMKaTbl MO 3TOMY WabaoHy byayT
3anMnCbIBATLCA B NAMATb 3NEKTPOHHbBIX KNOYEN BO BPEMSA BbIMyCKa.

2. YcTaHoBKa cepTudMKaTa AreHT perMcTpaumm B 10Ka/ibHOE XPaHW/IMULLE Ha KOMMbloTepe

aAMUHUCTpaTOpa.
3.  BbInycK aneKTPOHHOro Katoua.

15.1. NoaroToBKa WabnoHOB CepTUPUKATOB

1. Hamwute NYCK =>AamunHuctpmposaHue => LleHTp cepTuduKaumun. PazsepHuTe ysen LeHTpa
cepTndurKaLmm, 3aTeM HAXKMUTE NPaABOM KHOMKOW MbILWK HA NyHKTe LLIabnoHbl cepTUdUKaTOB U
BblibepuTe YnpasneHue (cm. puc. 57).

OKHoO ynpasneHus wabnoHamu cepTnudmrKaTos

) certsry - [LenTp ceprudukaumm (NokansHbii)\EntCA\LLaBaoHel cepTudukaTtos] \;li-

Qaiin  [eidcteme  Bwg Cnpaeka

| ¥ 0= H

1__:@ Lentp ceprudmeaumm (NTokaneHbii) Wnam HazHaueHune
4 g EntCA 5 Nourosan pennukauwa katanora MouToBan pennukauma cnyxBel K
_| OrossaHHbIe CEpTMdUKATEI H Mpoeepka NOAAMHHOCTH KoHTponne.. [poBepka NOANMHHOCTH KAWEHTA
_| BeiganHele cepTugmkartel H nposepka nognniHocTy Kerberos MpoBepka NOAAMHHOCTH KAMEHTE
| 3anpoce! 8 cxknaaHnn 5l Aren soccranosnenma EFS BoccraHosnenue aiinos
- Heyaaunsie sanpocel 5 Basosoe wingposanue EFS Wndrpyrowan dainosan cnctema
| WaBnoHe! cepTudmratos i
MpoBepka NOAAMHHOCTH KNMEHT
| ¥Ynpaenenue | Mpoeepka NOAAMHHOCTH CEPEEPA
Cospatb » MpoBepKa NOANMHHOCTH KNMEHTE
g 5 Wndrpyrowan dainosan cnctema
wa
rudmkaumn - <Bees
OBHoeunTe MoagnncelBaHne cNMcKa goBepuA |
IKCNOPTUPOEATE CNMCOK...
Cnpaeka
< 1] >

3anyck ocHacTEW WwWabnoHoe cepTdnKaTos

PucyHok 57
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OTob6pasunTca cnegytouiee okHo (cm. puc. 58).
OKHO KOHCO/IM WabnoHOB cepTUPUKATOB

] KOHCOMb WabnoHOE CepTUdHKaTOR \;‘i-

Qaiin  Jdeiicteme  Bwg  Cnpaeka

MR EE

] lWabnoner ceptndkatos (Snvl OtoBpaxaemoe uma iafnoHa Bep ~ ||| Leticrema
o
o PSec ! LabnoHel cepTMbKKaE... =
E‘ IPSec (aeToHOMHBIA 3anpoc) 1 .
& RAS- u IAS-cepaepei JdononHuTeneHble gei...  #
E‘ AreHT BoccTaHoBNEHWA EFS 1

2

ATEHT perMcTpaumm -
5 Arent BocCTaHOBNEHWA KAIOYE 2
1

JdononHuTeneHble gei...  #
Elarer percrpuom 1|
H Arent PETMCTRALMK (KoMMBOTER) 1
) Arenr perncTpaunn Exchange (aeTonom.. 1
EA,B,MMHMCTFIETDFI 1
5 bazosae wudposanne EFS 1
g Bef-ceprep 1
5 Bxog co CMapT-KapTon 1
g Komnetotep 1
] KoHTponnep gomeHa 1
g KopHeso# ueHTp cepTuduKkannmn 1
] MapwpyTusatop (aeToHOMHBIA 3anpoc) 1
5 MepekpecTHelid LeHTp cepTUdMKaLmMn 2
£ m > £ m >

WaGnoHoe cepTudmkatos: 33

PucyHok 58

2. B 3aBMCMMOCTM OT TOrO, KaKom WwabnoH Bbl XOTUTE C034aTb, HAXMuUTe HpaBOVI KHOMKOM MblILWIM Ha
cooTBeTCTBYyHOWLEM wabsoHe u Bbl6epMTe Ckonuposatb wabnoH.

@ Ecnu Bbl ucnonbayete Windows Server 2008, oTo6pasnTcs OKHO, B KOTOPOM Bam byaeT npeasiorKeHo
BblbpaTh Bepcuto WwabnoHa ceptudmkata: Windows Server 2003 Enterprise nnm Windows Server 2008
Enterprise. BbibepuTe nepsbiit nyHKT (Windows Server 2003 Enterprise) 1 Haxkmute OK.

15.1.1. MNMoaroToBKa WabnoHa cepTudunKaTa anAa AreHTa
pernctpauuu

1. B oTobpasuBliemca OKHe nepeianTe Ha BKAagKy O6wme. OKHO NPUMET cneayowmin Bug,
(cm. puc. 59).

2. B none Otobpaxkaemoe nms wabnoHa BBeaMTe UMA co3gaBaemoro wabnoHa, Hanpumep, AreHT
peructpauum EguHoro knmnexra JaCarta.

3. [lepenguTe Ha BKAaaKy besonacHocTb. OKHO NpumeT cieaytowmii Bug (cm. puc. 60).
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OKHO CBOMCTB HOBOTO WabnoHa cepTuduKata. Bknagka Obwme.

Cepeep I TpefioEaHMA BLIAGYM I YoTapeewwe watnoHs! | Pacwmperna I BesonacHocTs
CoBMeECTMMOCTE | OBwme | OEpaboTka sanpoca I WepposaHue | Wma cyBbexTa

Crrofpaxaemos MMA wWabnoHa:

Korma "AredT

Mg wabnoxa:

Korma "AredT perucTpawun”

[MNepyon nERCTEWA: MNepwon oBHOBNEHWA:

CdF ¥ [ b

[] OnvBnnkosaTe cepmvawmikat B Active Directory

[] He vcnonesosats aBTOMaTMHECKY NepeSaREKY, BCIW TaKOI
CEPTUMKET yke cywecTsyeT B Active Directory

0K | | CmaeHa | | MprmeHn TS | | Crpaexa |
PucyHok 59
OKHO CBOMCTB HOBOTO WabnoHa cepTuduKaTta. Bknagka 6esonacHocTb.
CoBmMecTHMOCTE I Owme I OfpaboTka sanpoca I neppoBaHHe I WA cyBbexTa
Cepeep I TpefoBaHWA Bblaau I YeTapesiwme wabnoHe! I PacwmpeHna | BezonacHocTe
[pynnet UK NoneSoBEATENW:
Authenticated Users
& al
% Domain Adming (TEST\Domain Admins)
% Enterprise Admins (TEST Enterprize Admins)
|ﬂn§iﬂnh... | | YaanuTs |
Paspewenrna ana rpynnel "Authenticated Users™ Pazpewnts 3anpemits
MonHElA gocTyn
TeHue
Zanuce
Zanreka
AETOMETWUECKER NOAEYE SEAECK
Yrofkl 3308TE 0cofbIE PESPEWEHMA MW MEPEMETDEI, HEXMWTE KHOMKY
"OononHuTensHo "
MNogpofHee of yNpaENeHU ADCTYIOM M DESDELIEHWEX
oK || Omveta ||I'h|!uurh|| Crnpaeka |
PucyHok 60

© 2015, "AnagauH P.4." Ctp. 63



EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

15.1.2. NoaroTtoBKa wabnoHa ceptndunkaTta gnAa Nonb3osaTtena
CO CMapT-KapTon

Mpoueaypa oTAnYaeTcA B 3aBUCUMOCTU OT MCI'IOI'Ib3VEMOV1 OI'IepaLI,MOHHOﬁ CUCTEMDI:

e OC Windows Server 2008

nnn

e OC Windows Server 2012

Mpoueaypa ana OC Windows Server 2008:

1. NepeiguTe Ha BKNaaKy O6wme. OKHO NpUMET creayowmin Bug (cm. puc. 61).

OKHO CBOICTB HOBOrO WabnoHa cepTuduKaTta. Bknagka Obwme.

x

TpefoBaHWA BelLaum I YeTapeswwe wanoHe! I Pacwwmperna I BezonacHocTe
Ofwme | OBpafioTka sanpoca I Wrg cybberta I Cepeep

Crmofpaxaemos wMA wabnoHa:

Komwe "o

MiHIMansHo
nopoepxwsaemeie UC:  Windows Server 2003 Enterprise

Wmp wabinoqa:

Komua "Monesosatens co cMapTHapToi”

Mepwon oefcTeMA: Mepwon oBHOBNEHWA;

] — N G

¥ OnyGmukosats cepmdwkar s Active Directory

™ He wcnonbsoBaTh aETOMATUYECKYID NEPESAREKY, SCMM TAKONA
cepTMgmIaT yxe cywecTteyeT B Active Directory

Ecnu HEEDZMOKHO COZAATE HOBLIA KNoY, TO AnA
[ asToMamiueckoro oBHOBNEHMA CEPTMOMIKATOS CMapTHaPT
CREMYET MCMONB30BETS CYLLECTBYIOWWI KoY

OK I OmaeHa [ EHEHUTE: | Cnpaexa

PucyHok 61

2. B none Oto6paxkaemoe ums wabnoHa BBeanTe MmsA WabaoHa cepTUduKaTta, Hanpmumep,
Monb3oBartenb EguHoOro knnexTa JaCarta.
3. Mepengute Ha BKAaaKy TpeboBaHua Bbigaun. OKHO NpUMeT cregytowmii Bua (cm. puc. 62).
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OKHO CBOMCTB HOBOTO WabnoHa cepTudmkaTta. Bknagka TpeboBaHMA Bbloaum.

x
| Ofiwme | OfpafioTka sanpoca I W cyGbexTa I Cepeep

TpefiosaHuA BbINEYM | VeTapeswme wabnoHs! I PacwwpeHiun I bezonacHocTe

TpefoEaTe ANA PEMMCTDELLAN:

[~ DooBperma gucnemiepa cepdwicatos LIC!

[™ VikasanHoro wicna asTopMS0BaHHLES NoATMCE: I:

ABTOMETMYECKAA PEMMCTPELMA He paspelwena (ecnv TpebyeTca Bonee oaHoR
noanucK).
B megavcy TReSYETCA YRasaTe THN MEaMTHEH:

Honumita MEHFMEHEHIA!

[T Byt

HofasuTe. .

\_ILIL

Yoamime

TpefoEaTe ANA NOBTOPHOMA PEMMCTDELLAN:
%) Tex e YCAOEME, UTO W A7 PETHETRALHA

) naTEEEAMTE CYLECTEUNILME CERTHRHKEAT

CK | Crmaera I MprreHrTE Crpaeka

4. BbinonHuTe cneaytoLime HacTPONKHK:

4.1. YcrtaHosuTe pnaKoK YKasaHHOro YMCNa aBTOPU3OBAHHBIX Nnoanuceil.

4.2. B cnucke B noganucu TpebyeTca yKasaTb TUN NOAUTUKM BbibepuTe MOAUTUKA NPUMEHEHMUA.

4.3. B cnucke Noautuka npumeHeHua Bbibepute AreHT 3anpoca ceptuduKaTta. Hactpoiiku byayT
BbITNAAETL Cneaytowmm obpasom (cm. puc. 63).
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Hactpoliku TpeboBaHMit Bbigaum ceptudmKaTa

x
Oiwwe | OGpafiomka 3anpoca | WA cyfbekTa | Cepeep

TpeGioBaHA BbIAZYM IchpeﬁLuue wabnoHs! I Pacumpetma I BezonacHocTe

TpefioEaTs ANA perkCTRaLMA:
™ OanBperme picnemepa ceptiamkaTos LIC

V¥ YkasaHHoro wicna aETopMS0BaHHBIX Mo ANMCER: |'|

ABTOMaTMYECKEA PEMMCTPaUMA HE paspelueHa (ecnu TpefyeTtca Gonee ogHoM
MoOnMcK).

B nognmew TpefiyeTch yKasats TN NOMMTHKK:

II'IanTwca NpHUMEHEHMA vI

[omMTKa NpMMEHEHKUA:

ITHAKETS

EAHTHKH BEILEUNH!

JatasuTs. .. |

Haanme

TpefGoEaTs ANA NOETOPHOM DEMMCTRALMA:
¥ Tex e yCnoswi, 4To W ANA pervcTpaLI
{~ MonTEEPANTL CYWECTBYIOWMIA CEPTUDMKAT

0K | Omaera I MpmeHnTE Cnpaexa

5. MNeperanTe Ha BKNagKy O6paboTKa 3anpoca. OKHO By4eT BbIrNAAeTb caeayowmm obpasom

(cm. puc. 64).
OKHO cBOWMCTB HOBOro WabnoHa cepTudmKarta. Bknagka O6paboTka 3anpoca.
x
TpeGoBaHMA BbigaumM I Yetapeswwe wWabnoHe! I Pacwwmperina I BezonacHocTs
OBume Ofpatiomea sanpoca | Wrma cyfierTa I Cepeep
Uene: Il'lou.nnc:b M WHPPOBaHWE j

HaanATe, aTOZEEHHEIE WAW MPOCpOYEHHEIE
CERETHPHRATE!, HE SRRHEHEYH

v BKMIOMMTE CUMMETPWYHEIE ANFDpHMTMBI,
pEZPELEHHEIE CYEBEKTOM
[~ ApxMBMpOBATL SaKpLITLE KNiod CyGhexTa:

MiHirmansHsIR

pasmep Knioua: 2048 ~

™ PaspewmTs SKCMOpPTMPOBATE 3aKPLITHIA KMoy

IMpW Nogaye afBKK ANA CySBeKTa M MCNONES0BSHMA 3aKPEITOrO KMKYa
£M0 CEPTUMKATE CNemyeT:

{¥ Mogaeats sasEKy ANA cyiLekTa, He Tpebyn BEOAA SaHHLD

{” ZanpawWBaTh NoNbS0BATENA BO BDEMA PErMCTRALM

ZanpaluKEaTs Nonb30EaTENA U TpeG0EaTE 0TEETE NpW
WCNONEZ0E3HAN SEKPEITOMD KNOYa

Nnr ewibopa MOCTABLUMKOS cnyx6 LLIHI‘:}:-‘DOEEIHHH MocTaBwmy .. |
(CSP) HaxmuTe KHonKy "TlocTaswmkm ™,

0K | OmeHa I I'Ipuﬂmwrbl Crnpaeka |

© 2015, "Anapgamu PO

1.0

PucyHok 63

PucyHok 64

Crp. 66



EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

6. B none MMHMManbHbIA pa3mep KAKOUa YCTaHOBUTE 3HAYEHUe He meHee 1024.
7. HaxmuTe MocraBwmku. OTob6pasntca cneaytowee okHoO (cm. puc. 65).

OKHO BbI6Opa NOCTaBLMKOB

x

BriGepuTe nocTaswmMK cnyxa wwppoeaHwa (C5P), koTopele moryT
BbITE MCMNONES0BaHE! ANA 3a8NPOCoE:

% TioBele NOCTABWMKM, MMELIMECA HA KOMMSIOTEDE CYEbEKTA;

" Zanpockl AOMKHE! MCMONES0BATE OAHOMO US CNEQYIOWI NOCTABLMKDE:

[ocTaBWHIH CAYHE KEUTTAREEDHH!

1]

JTOOooggond

PucyHok 65

8.  BbiNo/HUTE CeaytoLmMe HaCTPOMKK:
8.1. BblbepuTe NyHKT 3anpocbl A0MKHbI UCNONb30BaTb OA4HOTO U3 CNEAYIOWMX NOCTABLYMKOB.

8.2. B cnucke MocraBwmkm cnyk6 kpuntorpadpumn otmetbte NyHKT Microsoft Base Smart Card Crypto
Provider.

9. MocnepoBaTesnbHO HaxkmuTe OK, 4TO6bI 3aKPbITb OKHO MOCTaBLLMKOB CAYK6 Kpuntorpadum un
COXPaHWUTb U3MeHEeHUs B WabioHe.

Mpoueaypa ana OC Windows Server 2012:

1. NepeiguTe Ha BKNagKy O6wwme. OKHO NpUMET cneayowmii Bug, (cm. puc. 66).
2. B none Otobpaxkaemoe umsa WwabnoHa BBeanTe UMA WAbNOHa cepTUdUMKaTa, HANpUMep,
Nonb3oBatenb EguHoro knauneHra JaCarta.

3. NepenaunTe Ha BKNagKy TpebosaHuA Bbigaunu. OKHO NPUMET CaeayowWwmii Bua, (cm. puc. 67).
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PyKOBOACTBO aAMUHUCTpaTOPa

OKHO CBOMCTB HOBOTO WabnoHa cepTuduKata. Bknagka Obwme.

Cepeep I TpefoBaHWA BEIAEYM I YoTapeswme WaGnoHs! I PaciwmpeHua | BezonacHocTe

Cosmecnamocts | Ofwwe | Ofpaborea sanpoca | Wneposarwe | Wa cyfvexa

OTobpaxkaemoe MMA WaBnoHa:

|I'Ionbaosa1'enb EmvHore knwenTa JaCarta

Wra wabnoHa:

| MNonezosarens EmmHoroknventalaCarta

Mepwon neRCTENA: Mepuon oGHOBNEHWA:

L v e ]

[ OnyBnvkosats cepdmkar & Active Directory

[] He ncnonesoeats aEToMaTVMNECKYIO NEPESAABKY, ECIW TaKol
CepTMDMKAT yxe cywecTeyeT B Active Directory

OKHO CBOMCTB HOBOTO WabsoHa cepTuduKaTta. Bknagka TpeboBaHMA Bblgaum.

CoBMecTMMOCTS | Ofwme | Ofpafotka sanpoca I Unepposanue I Mra cySbexTa
Cepeep | TpefioBaHna Belgaum | YeTapeswwe wabnoxs I Pacwmperna | BesonacHocs

TpeGosaTe ANA pervcTpaLMI:

[[10nofperua micnetepa cepagukatos LIC

[] ¥kasaHHoro wicna asTOpHS0EaHHED NOIMCE: El

ABTOMETWYECKEA PEMMCTRELWMA HE paspelueHa (ecnu TpebyeTca
Gones 0aHoA MoamueK).

B nognmcu TpeGyeTcA YkasaTs THN NonuMTHEK.

| v]

[oauTuea MpPHrEHEHIA;

v]

Yoanims

MoauTuem Ebl0,a4u:

TpebosaTe AnNA NOETOPHON PEMMCTDALMAK .

(®) Tex e yCroBWiA, 4To ¥ ANA PETMCTRELIM

) MNoATBEPAMTE CHLULECTEYIOWMA CEpTUMIKaT
["] Paspewnts o6Hosnerue Ha ocrose knoued (%)
TpefyeT NpeaocTaENRTE ASHHLIE o cyEbeKTe & 3anpoce

CEPTUDMKATE.

* 3nemeHT YNP3ENSHWA OTKNKYEH M3-33 N303METROE COBMECTHMOCTA.

0K ||0muia||l'hn!uum||ﬁ'pmca|
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4.  BbINONHWTE cieaylolime HAacTPOUKM:

4.1. YctaHosuTe p1a’KoK YKa3aHHOro YMCa aBTOPU30BAHHbIX NOANUCEN.

4.2. B cnucke B noanucu TpebyeTtca yKasaTb TMN NOJUTUKM BbibepuTe MOAUTUKA NPUMEHEHUS.

4.3. B cnucke Moantnka npumeHeHus BbibepuTte AreHT 3anpoca ceptudukata. Hactpoiikm byayt
BbIrNAAETb CeayoLmm obpasom (cm. puc. 68).

HacTpoiiku TpeboBaHuit Bblgaum ceptudmKaTa

CsoicTBa HOBOro WabnoHa -
CoemMecTMOCTE I Oiwwe I O@pabomica sanpoca I nposaHme I Mrn cyfvekra
Cepeep | TpefosaHA Brlgaun | Yotapeswwe waBnoHe I Pacwmperiaa I BezonacHocTs

TpefoBate ANA perucTpaLm;

[ ] DaoBperin gucnemiepa cepmigukaTos LIC
YKa3aHHOr O YACNE SBTOPWE0BEHHE NOANMCE:

AETOMETMUYECKER PErMCTRELMA HE PaspelleHa (ecnk TpedyeTcA
Gonee ogHoM NognMcw).

B noarmew TpefiyeTca yKasats MM NOMMTAKK:

| Momumaka NpPHUMEHEHWA W |

[lonumaka MNpUMEHEHWA

|L’-‘«rEHT Sanpoca CEpTHRMKAETE Pw |

TpefoBaTe ANA NOBTOPHOM PEMMCTRELIA:

(®) Tex e yCNoBMA, 4TO M ANA pErMCTRALIK
() MoaTeEpaMTE CYLLECTEYIOWMIA CEPTUDMIKAT
Pazpewwt ofHoBNEHWE HA OCHOBE KNHoued ()

TpefyeT NpenocTaENATE A&HHBIE O CYABEKTE B 3anpoce
CEpTMMKAaTA.

= InemeHT YNPEENEHWA OTKNOYEH M3-338 N3paMETROE COBMECTUMOCTH.

0K | | Cmveqa | | MpumeHrTe | | Crpaexa

PucyHok 68

5. MeperanTe Ha BKNaaKy LWndpoBaHue. OKHO ByaeT BbIrnaaeTs cneaytowmm obpasom (cm. puc. 69).
6. BbinonHwuTe cnepytowime HacTPOMKK:

6.1. B none MMHMManbHbIA pa3mep KAKUa YCTaHOBUTE 3HAYeHNe He meHee 1024.

6.2. BblbepuTe NyHKT B 3anpocax MoryT Mcnosib3oBaTbCA TONbKO C/ieAyoLLue NOCTaBLUKU.

6.3. B cnucke MocTtaBWwmuKu otmeTbTe NyHKT Microsoft Base Smart Card Crypto Provider.

7. Haxkmute OK, 4TOoObl COXPaHUTb U3MEHEHMUA.
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OKHO CBOICTB HOBOrO WabnoHa cepTuduKaTta. Bknagka LndposaHue.

Cepeep I TpefoBaHA Belaaum I YeTapeswwe wanoHs! I Pacwmperus I BezonacHocTs

CoemMecTMoCTE I Oiwwe I O@pabomica sanpoca | Wnepoearme | Mrn cyfvekra

K.areropua noctaswmea:; |Vc1apesu.|mm NOCTEBWMK ChyxE Wibposa |

Mg anropuria; |anenenHETcn NOCTEBWMIKOM CIyXE Wik |

MiHIManEHEIR pasMep Koua: 52

BblﬁEpHTB NOCTEEWWKOE WWPPOEEHWA, KOTOPBD, MOXHO WCNONBS0EaTE
ANA Sanpocos

B SANPOCEX MOryT MCNoNE30EITECA MoGkIe NOCTIBWMKN, AQCTYMHBIE HE
KOMMBKTERE NONES0E3TENA

D E JANPOCEX MOryT MCNONE3I0EITECA TONBKD CNEOYHLWME NOCTIEWNMKKA .

MNocTaEWwmEM:

OAthena ASECard Crypto CSP -
[CeToken Base Cryptographic Provider D
[OMicrosoft Base Cryptographic Provider v1.0

[Microsoft Base 0SS and Diffie-Hellman Cryptographic Provider
[Microsoft Base Smart Card Crypto Provider

#3W 3anpoca; OnpenenAeTcA NOCTABLLMKOM cryE Wagpa |

[ ] MicnonesyiTe AONOMHATENLHLIA SOPMAT NOAMMCH

0K ||DmeHa|||'m_net—MTh||Crpmca|

15.2. NMNy6nnkaumAa co3gaHHbIX LWabnoHoB
CepTUPMKATOB

Y7066l ONYHAMKOBATb HACTPOEHHbIE WabAoHbI CePTUGMKATOB, BbINOSHUTE Caeaytolwne AencTBus.

1. B KOHCOAM ynpaB/ieHWs LEeHTPa cepTUdUKALMUM PA3BEPHUTE Y3e/ LeHTPa cepTUdUKALUU, HAKMUTE
NpaBoi KHOMKOM MbIWKM Ha NyHKTe LabnoHbl cepTuduKkaTos 1 Bbibepnte Co3paTtb > BoligaBaembiin

wabnoH ceptudukara (cm. puc. 70). OTobpasuTca cneayrollee okHo (cm. puc. 71).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

OKHO ny6/MKaLmMm BblgaBaeMoro WwabioHa cepTuduKaTa

@an  fefictene Bug Cnpaska

o 7 cd:= H

ﬁ LenTp ceprudumrkaumn (MlokansHeii)
4 é EntCA
[7] OTossaHHbIe cepTUdMKaTEI
7] BolgaHHbIe cEpTUdMKaTEI
(7] 3anpocel B oxuaaHUN

Mra

5 Nowrosas PEMAMKALMA KaTanora

) MNpoBepka NOANWHHOCTH KOHTPOANE..,
= npoBepka nognuHHocTi Kerberos

E AreHT BoccTaHoBNEHWA EFS

HazHaueHue

Moytoean pennukauma cryBel katano..
Mpoeepka NOANMHHGCTA KAWEHTa, [po..
Mpoeepka NOANMHHOCTH KAWMeHTa, [MNpo..

BoccraHoeneHue dalinoe

[7| Heyaaurble sanpoce

Wndpyrowan dannosan cucrema (EFS)
|.j WaGnoHe! cep1u¢umon|

5 Bazosoe wndposarue EFS

Bl KAaurnannen naszgs

Mpoeepka NOANMHHGCTA KAWEHTa, [po..

Y¥npaenenune |

MNpoBepka NOGAWHHOCTH CEpBERA

De

2 | Brigaeaemelii wabnod cepTudukara
WAPPYFOLER PanToEan CHCTERME (EF3)...

Cozgate

B 3
i npukaumn  <Bee>

OBHoBNTE Moanuceieanue cnucka gosepna (Micr...

JKCNOPTHPOBATE CIIMCOK..

Cnpaexa

COB,EI.EHHE HOEBEOra 3NEMEHTE B 3TOM KOHTEﬁHEpE.

PucyHok 70
OKHO cnu1cKa wabnoHoB cepTudmKaToB
BriSepute omH wabinoH CepTMMKaTa ANA MCNoNb30BaHWA B 3TOM LEHTPE cepTudikasn (LIC).
MNpumeyaHke . Ecni cozaaHHbIR WabnoH CepTMMKATS He 0TOBPEXEETCH B CrWCKE, NOA0NIMTE HEKOTOPOE
BPEMRA, NoKa MHBopMaLMA o wabnoHe He GyaeT penNNMUMPOBEHA HA BCE KOHTPONNEPE! A0MEHa.
He Bce walnoHe! cEpTMHOMKAETOE B OpraHn3auM MoryT BeiTe GOCTYNHE AnA Bawerao LIC,
JononHUTensHY D MHEOpMALKI CM. B pasgense DcHOBHBIE CEELEHNA O WaBnoHax CepTdHKATOE.
Wrag HazHausHue
] IPSec (@BTOHOMHLIA Sanpoc) |IKEnocpearmk IP-BesonacHoc
E RAS-u |AScepeepel [poBEpka NoANMHHOCTH KNWEHTE,
AredT pervctpaw EguHoro knwenTa JaCarta Arent sanpoca cepdmkaTa
] AreqT BoCCTAHOBNEHVA KNoYeR AreHT BOCCTEHOBNEHWA KIoYEH
E AreHT perucTpaLn AreHT 3aNpoca CEpTMRMKATS
& frenr pervcTpawK (KomMneoTep) AreHT sanpoca cepTMgMKATa
E AreHT perucTpawa Exchange (aBToHOMHBIA 38npoc) AreHT 3anpoca cepTHRMKETa
| Bxoa co CMapT-HapToi lMpoBepika NoAnMHHOCTM KnerTa, Bxoa co cvag
E MaplwpyTizaTop (EETOHOMHEIA 3ENpOC) [poBepka NoANMHHOCTH KNWEHTA
] MeperpecTHell LEHTD cepTdikaLim <Beex
< T} |
PucyHok 71

2. OTmeTbTe HacTpoeHHble WabnoHbl cepTUdUKaTos U Haxkmute OK. LLabaoHbl oTo6pasATcs B CnMcke
BblAaBaemblx WabaoHoB (cM. puc. 72).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO C 0T06pa)KeHHbIMM HOBbIMW WAbAOHAMM B CNUCKe BblAaBaeMbIX wabnoHoB

<. certsr - [LleHTp ceptudmkaumm (JlokansHelia\EntCA\LLIa6noHel cep... = =) -
DQan  fJedictene Buwa  Cnpaska
o 2 X

fﬁj LenTp ceprudumrkaumn (MlokansHeii) Wra ~

4 gi EntCA 71| Arent perncrpauyn Egutoro knuenta JaCarta
[ | OvoseaHHbIE cEpTUdUKATEI 7] Nonbsosarens EamHoro knuenTa JaCarta

L] Beiaansie cepTuguKate H MNouTosas pennukaung katanora
|| 3anpocel B oKMAIHMKN

E HpDEEpKE ACAAWHHOCTA KOHTpOANEDE JOMEHE

- Heyaaurie sanpocel g npoBepka nognuHHocTi Kerberos

I 5] Arent BoccTanosnenma EFS

H bazoeoe wndposarue EFS

] KoHTponnep gomeHa

g Bef-ceprep

] KomneroTep A
<] m >

PucyHok 72

15.3. BbInyCK cepTUPUKaATa areHTa perncrpauunn

YT106bI BbINYCTUTL CEPTUDUKAT areHTa PerucTpaLLMm, BbINOJHUTE Cleaytolme 4eUCTBMA Ha KOMMbloTepe,
KOTOpbI OyAeT CTaHUMEN BbIMYCKa 3/IEKTPOHHbIX K/toYei:

1. B OKHe KOHCO/M ynpaBAeHUs cepTudUKaTaMm Nob30BaTeNA HAXXMUTE NPABOI KHOMKOM MbIWW Ha
nyHkTe JInuHoe 1 Bbibepute Bee 3apgaum > 3anpocutb HOBbIN cepTudUKaT (cm. puc. 73). OTobpasuTca
cnepytollee okHo (cm. puc. 74).

Monb3oBaTenb, OT UMEHW KOTOPOro NPOMU3BOAMTCA 3aABKa AO/IKEH MMETb paspelleHns YteHne u 3asnBKa
O/ 3anpalumBaemoro ceptudurKara.

OKHO 3anpoca cepTudUKaTa areHTa permcTpaLmm

® certmgr - [CeprndmKarsl - Texyumii nonbsosaTens\/imnoe] i

daliin  [Oeficteue Bua  Cnpaeka

&= % 0lc=HE

Iﬁl CepTHOMKETE! - TEKYLWMA NoNe30BaTENS Tun obbekTa
| MRS [ CeprudmkaTel
;_I OoBepe Mook cepTMMKETOE. .. tl-lHW
|| Aosepr 4
7] Mpamex Bee zagaqm MonoK cepTUhMKaToE. ..
TI Obuer Bua 3anpociTh HOBLIM CEPTHgMIKAT. ..
|| Nosepe
= WMnopT...
| Ceptd  OBHOBWTL
7] CTopor SKMOPTUROBaTE CTMCOK, .., JononHUTENBHBIE ONEPALYAM 4
|| Dosepe [
[ 3anpoc_ CMPaBKa

|| NoBeperHele KopHeEBLIE CEpTMDMKATEI CMAPT +apTel

i | 2

l3.anpoc|-nh HOBBIl CEPTUDMKET 0T UEHTPa cepTudukaw (LIC) B 3ToM aoMeHe |

PucyHok 73
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EAuHbIN KNneHT JaCarta

A PerncT payun cepTudMKaTOB

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO MacTepa NpUBETCTBMSA 3anpoca cepTudmKaTa

| Permcrpaumn ceprndmrartos

=0l ]

1.0

Nepeq Hauanom paborTm

CNEAYHOWME Wark NoMoryT YCTaHOBMTE CEPTMDMKETEI, ABNAKWNECS LIAGDPOBEIMM YHETHEIMIA AEHHLIMM,
MCMONB3YEMBIMM ANA NOAKNOYEHA K BEMPOBOAHBIM CETAM, SELUMTEI KOHTEHTA, MASHTHBMKALIAM M MHBIX 33A34
BesonacHoCTK,

MpexAe YeM sanpawnEaTe cepTudukar, ybeguTecs, 4To:
STOT KOMMBIOTED NOAKAKCHEH K CETH;

MMEKDTCH YYETHBIE A&HHBIE, KOTOPKIE MOMYT BbITh MCMOMB30EEHE! ANA NOATEENHAEHMA NDEEa Ha NONYYEHWE
CEPTHOMKATA,

MNoapobHele cBeAeHUA 0 WhDoBEX CEpTHMDMKETEX

Nanes I OTMeHa

2.  Haxmute fanee. OTobpasnTca cieaytollee oKHo (cm. puc. 75).

A Pernctpaymnn ceprndmratos

OKHO BbI6Opa NONUTUKM perncTpanmm cepTuduKaTos

;] PermcTpauma cepTudmkaTos

=0l x|

PucyHok 74

BoiGop nonnTrKM perncT paysn cepTiduKaTos

MoNUTHKa PErMCTPaLMM CEPTMDMKETOE NO3BONAET PErMCTPMPOBATE CEPTUGMKETEI HE OCHOBaHWM 3a4aHHEIX
sapaHee WwahnoHos cepTUdMKETOE. MoNMTUKE PEFMCTPELMM CEPTHOMKATOE YHeE MOrna BeiTe HACTpoOEHaE,

Hactpansaemblie agMUHHCT pPaTOPoM

ATHKA DEFMCTPAELMA AC

HacrpanBaeMblie NoNL30EaTENEM ﬂDEaBMTb...

JononHUTENEHBIE CBEAEHWUA 0 NONUTHKE PErUCTDEUHA CEPTHDOMKATOR

lanes I OTMeHa

3.  Haxmute fanee. OTobpasunTca cneaytollee oKHO (cm. puc. 76).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa

4.

OKHo Bblbopa wabnoHa cepTudmUKaTta

A PerncT paumn cepTudmKaTos =1o] x|

=] Perncrpaumn ceprndmkaros

1.0

Janpoc cepTwdmKaToB

Mo#HD 3E8NPOCMTE CNEAYHOWHE TN CEpTHdMKaTos. BeibepuTe cepTMdMKaTEI, KOTOPEIE HEOBX0AMMO 3aNpocuTE,
2 38TEM HEWMUTE KHOMKY 3aABKa .

MonuTuka perncrpauws Active Directory =
I—?;g::tsermtrpaumm Enuroro knvenTa jg Cocroanne: JocTynHo MNoapobHocTi @?
[~ ArenT BOCCTEHOENEHWA EFS _i_) CocToanue: JocTynHO I'Iou.poﬁHocrntEJ
[~ AgmuHmcrpatop _i_)Cocronnne:ﬂ,ocryan I'Iou.poﬁHocrntEJ | |
[~ Bazosoe whbposaHue EFS _i_) CocToanue: JocTynHO MNoapoBHocTH tgi
[T NonssosaTens _i_) CocToanue: JocTynHO I'Iou.poﬁHocrntEJ LI

[ MokazaTk Bce walinoHs

JononHuTensHble CBEASHWA O CEETMMKBTBX

SaqEka I OTtmena

OTmeTbTe WaboH, No KoTopomy ByaeT BblaaH WabOH, NOC/Ie Yero HaxkmuTe 3anBKa.

Mpwu ycnewHom Bbinycke oTobpasunTca cieaytoliee okHo (cm. puc. 77).

5.

OKHO coobLueHnsa 06 ycnewHoOM Bbinycke cepTudukarta

A PerncT paumn cepTudmKaTos =1o] x|

=] Perncrpaumn ceprndmkaros

PucyHok 76

PesynuTaTel YCTAaHOBKH CEPTHMKATOB

Crneaytowme cepTudmKaTel Beinv Nony-eHs! M YCTaHOBNEHE! HA AaHHOM KOMMEIOTEPE,

MonuTHka perncrpauun Active Directory

pArEHT perncTpawm EanHoro KnneHTa

. 3
IaCarts J CocToAnne: YmewHo MoapofHocTi

TOEO

HaskmuTe F0TOBO, UTO6bI 3aKPbITb OKHO.

BbinyLeHHbI cepTUdUKAT 0TOBPa3nTCA B OKHE KOHCOAW YNpaBieHna cepTuduKkaTaMum TeKyLLLEero
nosab3oBatena (cm. puc. 78).
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

1.0

OKHO cemechKaTa areHTa 3anpoca CepTMCbMKaTOB B INYHOM XpaHUAULLE CepTMd)VIKaTOB nonb3oBartena

= certmgr - [CepTudnKaTb - TEKyumii nons3osaTens \Mimnoe\Ceprndmkarsi]

daiin  Qeicteme  Bua  Cripaeka

=101 ]

B EINEE EEN =

@ CepTUhMKETEI - TEKYLLMA NONb30B: | KoMy BolgaH -
= ] MigHoe
| CepTrduKaTsl
| loBEpEHHEIE KOPHEBBIE LIEHTDE
| CepTudukaTsl
| loBEpUTENBHEIE OTHOLIEHUA B
| MpoMexyTo4HBIE LEHTRE! CEPTE
| OBbekT nonbsosaTena Active [
| NoBeperHse nnaTEmM

| CepTHMKATHI, K KOTODBIM HET
| CTOPOHHME KOPHEBEIE LIEHTDEI |
| NoBepeHHEIE MMUA

| 3anpockl 3AAB0K Ha CEpTUKE
| loBEpEHHEIE KOpHEBBIE CEpTHG

| i

o]

HEEHBEEBEE

l

i

KeM BblaaH Cpok AefCT. HasHaqeHua

=

|X|:|an1Mu.le NMuuHoe conepkuT 1 cepTUdKKET.

PucyHok 78

15.4. BbINYCK 3/1EKTPOHHOIr0 KAK4Ya C CePTUPUNKATOM
NONb30BaTeNA CO CMApPT-KapTOM

YT06bI BbINYCTUTb 3/1IEKTPOHHbIN K/OY Ha MMA NONb30BaTENA, HAa KOMMbIOTEPE, KOTOPbIN ABAAETCA
CTaHUMe BbINYCKa 3N1EKTPOHHBIX KtOYel, BbINoAHUTE caeaytowme aencrema:

1.
JNnuHoe v BbIGepuTe Bee 3agaum > flonon

B KoHCconn ynpasneHua CepTVId)VIKaTaMVI NnoNb30BaTENNA HAXKMUTE npaBoﬁ KHOMKOM MbILIM Ha NYHKTE

HUTeNbHble onepauuu > 3aperucTpupoBaTbCs OT UMEHMU

(cm. puc. 79). OTobpasuTca cneayrouee okHo (cm. puc. 80).

OKHoO BbiNycKa cepTuduKaTa OT UMeHMU Noab30BaTeNs

= certmagr - [Ceprmdnkare! - Texkyuwmii nonssosatent | Mrnoe]

daiin  fefcteue  Bun  Cnpaeka

=0l

|

T EEEDNEEN =

| [loBepeHHLIe KOpHEBLIE CEpTMAMKATE! CMApT KapThl

[ Ceprudumkats: - Texywnil nonbsosaTens Tun ofbekTa

| “|Ceptudmrats

| Qosepe  MoWck cEpTHHWKETOS... i.MI-ﬂ

| Oosepw -

| Mpomesx Bee sanaqM Mook cepTUbHKATOE. ..

| Ofbext g »  3aENpPOCWTE HOBGIA CEPTHHMKAT. ..

= Aosepe WMnopT...

| Ceprudp OBHOBUTH

| CTopoHI  SKCIOpPTWPOBATE CIMCOK. .. LononHUTENBbHEIE ONEpaLm C030aTh HACTPaWEaEMLIi 3aMpac. ..
| Aosepe 3 T MMEHM. ..
| 3anpoct Crpasia YNPEBNEHME NONMTHKaMH DEMMCTRELWN. ..

=

|33aperncrpuposaTbCﬂ OT HMEHM. ..,
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EAuHbIN KNneHT JaCarta

A PerncT payun cepTudMKaTOB

PyKOBOACTBO aAMUHUCTpaTOPa

OKHO NpWBETCTBMA MacTepa 3anpoca cepTudMKaTos

| Permcrpaumn ceprndmrartos

=0l ]

1.0

Nepeq Hauanom paborTm

CNEAYHOWME Wark NoMoryT YCTaHOBMTE CEPTMDMKETEI, ABNAKWNECS LIAGDPOBEIMM YHETHEIMIA AEHHLIMM,
MCMONB3YEMBIMM ANA NOAKNOYEHA K BEMPOBOAHBIM CETAM, SELUMTEI KOHTEHTA, MASHTHBMKALIAM M MHBIX 33A34
BesonacHoCTK,

MpexAe YeM sanpawnEaTe cepTudukar, ybeguTecs, 4To:
STOT KOMMBIOTED NOAKAKCHEH K CETH;

MMEKDTCH YYETHBIE A&HHBIE, KOTOPKIE MOMYT BbITh MCMOMB30EEHE! ANA NOATEENHAEHMA NDEEa Ha NONYYEHWE
CEPTHOMKATA,

MNoapobHele cBeAeHUA 0 WhDoBEX CEpTHMDMKETEX

Nanes I OTMeHa

2.  Haxmute fanee. OTobpasuTca cneaytollee okHo (cm. puc. 81).

A Pernctpaymnn ceprndmratos

OKHO BbI6Opa NONUTUKM perncTpanmm cepTuduKaTos

;] PermcTpauma cepTudmkaTos

=0l x|

PucyHok 80

BoiGop nonnTrKM perncT paysn cepTiduKaTos

MoNUTHKa PErMCTPaLMM CEPTMDMKETOE NO3BONAET PErMCTPMPOBATE CEPTUGMKETEI HE OCHOBaHWM 3a4aHHEIX
sapaHee WwahnoHos cepTUdMKETOE. MoNMTUKE PEFMCTPELMM CEPTHOMKATOE YHeE MOrna BeiTe HACTpoOEHaE,

Hactpansaemblie agMUHHCT pPaTOPoM

ATHKA DEFMCTPAELMA AC

HacrpanBaeMblie NoNL30EaTENEM ﬂDEaBMTb...

JononHUTENEHBIE CBEAEHWUA 0 NONUTHKE PErUCTDEUHA CEPTHDOMKATOR

lanes I OTMeHa

3.  Haxmute fanee. OTobpasunTca cneaytollee oKHO (cm. puc. 82).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa

OKHo BblbOpa cepTUdMKaTa areHTa perncTpaLmm

A PerncT paumn cepTidmkaTos =1o] x|

=] Perncrpaumn ceprndmkatos

1.0

Buibepure ceprmmKaT areHTa pernct pagun

CepTMOMKAT areHTa perucTpawm Heobxoamm ANA NoANMoH 3aNpoca Ha CEPTHRMIKAT OT MMEHM APYTNX
nonb3oBaTenel. HaxMuTe kHonky "0B3op™, YTobbl HAATK CEPTMAMKAT NOANKOK, 8 38TEM WENKHWTE “[anee”,

CepTUdMKaT Noanuoi;

|| Ofzop... I

nOﬂpOEHbIE CEEAEHWA O NOA&YE SAABKH HA CEPTHHMKATEI 0T MMEHW ADYIHX NONEI0BATENER

OTmena |

PucyHok 82

4. Bocnonb3yiiTecb KHOMKoM 0630p, 4TOObI BbIBPATL CEPTUGMKAT areHTa perncTpaLmm, yCTaHoBAEHHbIN B
NOKasbHOE XPaHWUAULLE NOb30BaTe/1e Ha 4aHHOM KOMMbIOTEpe, NOC/Ie Yero HaxkmuTe flanee.

OTobpasuTca cneaylouee oKHO (cm. puc. 83).

OKHo BblbOpa WwabnoHa ceptTudmrKaTta

A Pernctpaymnn ceprndmratos =] oS

=] Peructpaumn ceprndmratos

3anpoc cepTwhHKaToB

MakHO 38MPOCMTE CNEAYKOLWIME THMbI CEPTUOMKATOE. BribepuTe cepTUDWUKETLI, KOTOpbIE HEOBXOAMMD SENPOCHTE,
W HEHMMWTE KHoMKy “danee”,

MonuTHka perncrpavmn Active Directory =]

{~ AreHT BOCCTaHOBNEHWA EFS J‘_} Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{~ AgMuHMCTpaTop J‘J Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{~ Bazosoe whbposaHue EFS J‘_} Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

{" MNonbsosatens J‘J Cocroanue: JocTynHo I'InnpoﬁHov:rntEJ

" MongsosaTens EauHoro knnerTa JaCarta J‘_} Cocroanue: JocTynHo MoapoBHocTkiE)
-

[ MokazaTk Bce walnoHs

JononHuTensHele CBEAEHWA O CEETM%KBTB}(

danee | OTtmena

PucyHok 83

5. OTmeTbTe NOAroTOBNAEHHbIN ANA NoNb3oBaTenei WabnoH, nocne yero Haxxkmute fanee. OTobpasntca

cneaytolLee okHo (cm. puc. 84).
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

OKHO Bbl60pa nonb3oBaTtena

A PerncT paumn cepTidmkaTos =1o] x|

| Permcrpaumn ceprndmrartos

Buibepure nonwsoearens

AnA 3anpoca Ha cepTMMKAT OT MMEHW APYTOro NoMb30BaTENA BEEANTE MOPMANEHOE MMA MM AOMEHHOE MMA STOMO
nonb3oBaTend. HanpuMep, MCNone3yATE QOPMAT “MMA DEMMNMAT, MMA_Nonb3oBaTenA” Mnu
"nomMeHWMA_nonsbsosatens’.

WMMA Nonb30BaTENA MNKW NCEBAOHHM:

Qfbsop... |

nOﬂpOEHbIE CEEAEHWA O NOA&YE SAABKH HA CEPTHHMKATEI 0T MMEHW ADYIHX NONEI0BATENER

OTmena |

PucyHok 84

6. Bocnonb3syiTech KHonKoit 0630p, 4To6bI BbIGPATL NO/IL30BATENA, HA UMA KOTOPOro ByAeT BbinyLeH
cepTUdUKAT M 31EKTPOHHDIN KoY, nocne Yero Haxkmute flanee. OTo6pasuntca cneayoulee OKHO
(cm. pumc. 85).

OkHo BBOAa PIN-Koga nonb3osaTena

BesonacHocTk Windows x|

Beegute MHH-kog. Perncr pauyna ceprwnKaTa nonb30BaTena.
BeeaWTe MMA NoNb30BaTENA, Napons W MAH-Kkoa.

PIN-koa

QK I OTMeHa

PucyHok 85

7. B none PIN-Kog Beeante PIN-KO4 N0Nb30BaTENA INEKTPOHHOIO KAOYa, nocne yero Haxkmute OK.

Mpu ycnewHom BbiNycke oTobpasuTca cieaytoliee okHO (cm. puc. 86).
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa 1.0

OKHO cooblueHMaA 06 ycnewHoM Bbinycke cepTudUKaTa

A PerncT paumn cepTidmkaTos =1o] x|

=] Permcrpaumn ceprndmraros

PesaynuTaTel YCTAaHOBKH cepTwdnKaTos

Crneaytowme cepTudMKaTe Beinm Nony4eHs! M YCTaHOBNEHE! HE ASHHOM KOMMBIOTEPE,

MonuTHka perncrpavmn Active Directory

{¥ MonssoeaTens EqnHoro knuenTa JaCarta J CocToanue: Y newHo MoapofHocTi(E!

. __________________________]

| CnegyklwmMi Nonb30BaTeNk I 3EKPBITE

PucyHok 86

8. Hakmute 3aKpbITb 414 3aBEPLUEHUA NpOLLEeaypbl.
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EAuHbIN KNneHT JaCarta

PyKOBOACTBO aAMUHUCTpaTOPa

CoKpalleHnAa n abbpesunaTtypbl

rocr
AD CS
AD DC
PIN
PKI
usB

VPN

© 2015, "Anapgamu PO

FocyAapcTBEHHDbIN CTaHAapT

(Active Directory Certificate Services) cny6bl cepTnudukaumm
(Active Directory Domain Services) 4OMeHHble CNyK6bl

(Personal Identification Number) nM4HbI ono3HaBaTeibHbI HOMep
(Public Key Infrastructure) uHdpacTpyKTypa OTKpPbITbIX KAtouei
(Universal Serial Bus) yHuBepcanbHaa nocneaoBatenbHas WuHa

(Virtual Private Network) BupTyanbHas yacTHas ceTb

1.0
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

KOHTaKTbI, TEXHMYECKaA noaaepHKa

Odwuc (obLime Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnaxuua "Anagaud P.A."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbIN), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)

Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPa3AHUYHbIX AHEN.

TexnogoaepHka
Cnyxba TexnoaaepKm NPUHMMAaET 3anpochl TO/IbKO B NMCbMeHHOM Buae yepes Web-caliT:

www.aladdin-rd.ru/support/index.php

[na onepaTMBHOro peleHna Bawen NpobaemMbl yKaxKuUTe UCNONb3yeMblii BaMu NpoayKT, ero
BEPCMIO, NOAPOBHO OMULLUTE YCI0BUA U CLLEHAPUMN MPUMEHEHUSA, MO BO3MOXKHOCTH, CHabauTe
CoO0bLLeHME CHUMKAMM 3KpaHa, NPUMepPamMm MCXOLHOrOo Koaa.
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EAuHbIN KNneHT JaCarta PyKkoBOACTBO agMMHUCTpaTOpa

Pernctpaymna naMmeHeHun

1.0

Bepcua U3meHeHusA
1.0 [o6asneH pasgen 13
0.1 draft Co30aHue 0oKymeHma
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EAunHbINA KnneHT JaCarta PyKOBOACTBO aAMUHUCTpaTOPa 1.0

[lpegMeTHbIN YKa3aTenb

NHbopmaLma o TokeHe, 24

PIN, 81 n
PIN-kKoa agmuHucTpatopa, 4

PIN-Ko4 agMUHUCTPaATOpPA NO YMONYAHUIO, 5
PIN-koa nonb3oBatens, 4

JInueH3noHHoe cornatlenue, 13

PIN-koa nonb3osatensa no ymoayaHuto, 5 M
PKI, 81
MeHto 6bicTporo 3anycka, 21
V)
0)
USB, 81
Onepaumu ¢ 3NeKTPOHHbIMU KNto4amu, 6
OCHOBHOE OKHO NM0/1b30BaTE/IbCKOrO MHTepdeiica,
' 22
VPN, 81
n
A MapameTpbl KAOYa MHMLMANM3auum, 36
AreHT perucTpaLmm, 62 Flaspameprl 3NEKTPOHHbIX KAKOYEN Npu NocTaBke,

AamuHuctparop, 4
! Monb3osatens, 4

Monb3oBaTenb co cMapT-KapToK, 62

r Mpunoxkenue, 4
[OCT, 81
P
ﬂ. PasbnokuposKka PIN-koga nonbsosatens, 51

Pexxum agmunHuctpatopa, 5

ncTpnbyTne EgMHoro knneHta JaCarta, 9
Avctpuby A ! Pexum nonv3osartens, 4

3 C
3anpocuTb HOBbIN cepTudUKarT, 73 CucTemmble Tpe6osaHus, 10, 12

CmeHa PIN-Koga agmuHucTpatopa, 56

n

MHnumanusaums, 4 w

MHUumnanmsauma c BUomeTpmuyecknmm
napametpamu, 41

MHULUMann3aums aNeKTPoHHbIX Katoyel, 31

LLlabnoHbl cepTudmkaTos, 62
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